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The Canadian University Council of CIO’s:

3 Provides a national voice for information, communications and
technology (ICT) issues in universities

O Supports the effective management, use and delivery of ICT services
within and between its members institutions

O Enables partnerships with other IT or higher education related
organizations in Canada and the world (e.g. CRKN, CAUBO, Educause,
CAUDIT)

3 Delivers solutions to address common and shared needs (e.g. federated
access management services) to the membership and beyond

A Current membership = 45 small, medium and large universities from
across Canada
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Context Setting and Definitions
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Federating is defined as:

a A group of organisations agreeing to set of policies for exchanging
information about users and resources in order to enable access
and use of resources and services by those users

a As the authentication is carried out by the identity provider (e.g.
institution) and the rights management is carried out by the service
provider the relationship is dependent on the level of trust in each
others processes

d That trust is established through the use of commonly understood
and agreed to processes and policies and the availability of
enabling technologies
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Member is defined as

d the organization with which the end user is affiliated (e.g.
university, college, department), or;

d the organization providing the service (i.e. electronic publishers,
software as a service provider, universities providing access to
shared services, data providers, compute resource providers, etc. ).
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End user is defined as

d any individual requiring access to services which:
= reside outside their normal domain, and;
= require some level of authentication for access

3 In the Canadian context this includes:
= faculty, students and staff of universities and colleges, and;

= researchers within higher education, associated with other public funded

organizations (such as NRC, federal labs, etc. and/or private sector
collaborators
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Current Canadian Environment

A The policies, processes and agreements (i.e. management of the
federated environment) is provided by CUCCIO-CDPIUC and
overseen by a Management Committee

d The enabling technologies (i.e. servers, metadata management,
etc.) are provided by core operators (BCNet and U of Toronto)

through formal Service Agreements and overseen by an Operations
Committee

d Technical oversight and operational support is provided by the
Operations Committee

d Member support is provided by the core operators, the operations
committee and a broader technical support community
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Current Participants
(Signed On or Planned)

H.E. & Research

Alberta
Guelph

UNB

Calgary
Manitoba
UQAM
Simon Fraser
McGill

Mt Royal
Toronto

Queen’s
MUN
UBC
Ottawa
Laval

Western
Carleton
Ryerson
Windsor
Waterloo

Regina

York

Victoria
Saskatchewan
McMaster
Laurentian
Montreal
Dalhousie
Ecole Polytec

Service Providers

Scholar’s Portal
Elsevier

ProQuest

Microsoft DreamSpark
eAcademy

BCCampus
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Benefits

d To end users:
= Management, protection and use of personal information
= Easier access to resources, facilitates collaboration

d To member institutions:

= Facilitates compliance re: privacy & security
= Easily integrates with institutional systems

= Facilitates access to external resources for their community of users and

vice-versa

d To service providers
= Better able to provide and manage access to their services

= Reduces complexity and increases efficiency in managing access
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To Higher Education and Research in Canada

d Using a standard mechanism for “connecting the community”
provides economies of scale by reducing or removing the need to
repeat integration work for each new collaborative work

d Facilitates sharing of content and collaboration across the sector —
nationally and internationally

Current approaches (i.e. IP Based) do not scale

Is considered a basic and necessary component of the technical

infrastructure required to support higher education and research
(i.e. part of required “middleware”)

U O
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Federated Access Management takes off
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A quick picture of where we’re at ...

O What is Federated Access?

= “feeling” the elephant

= Examples — current technology

= Viewpoint issues; Operational Challenges
3 Success

= Broad Adoption

= Shared Resources

= Big Research

= Industry Government Adoption
d Evolution

= Levels of Assurance

= More Identities
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Federation viewpoints

for the Resource Provider
e.g. Elsevier ScienceDirect

Q Using Common standards
d to manage access
d to your resources

Q by relying on Digital Identity
= Assertions and
= Attributes

Q from another organization

for the Identity Provider
e.g. University of Guelph

d Using Common standards
d to facilitate access
a to “external” resources
a by providing Digital Identity
= Assertions and
= Attributes

d to a Resource Provider
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Roaming User

National
Federation

 —
—
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Resource
Provider

Campus
IAM / SSO
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Issues from the Viewpoints

For the Resource Provider
e.g. Elsevier ScienceDirect

O Level of Assurance (LOA)
a Security of application
Q Attribute standards

O Trust

For the Identity Provider
e.g. University of Guelph

Q Privacy and security

O Communities
= User - Resource consumer
= Library - resource contract
= |T -manages |AM system

O Trust
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Operational and Technology Challenges

A Simplifying the process
= Multi-lateral relationships, rather than by-lateral
= Common metadata distribution service
o Secure channel distribution
o Compliance checking
3 A trust community

o Shared goals / common policy ... achieving trust quickly

o Open documentation of Policies
— Institutional IAM policies —-who, how, why

— Service Provider Privacy and IAM data management
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US InCommon Growth

a 2009 Business plan: New fees: Growth targets; Bus. Dev. resources
3 Active growth in 1Q10 ... EDUCAUSE new flagship resource
provider
O Active discussion about higher LOAs (gold/platimum) with US eGov
d Several active Interest groups -- e.g. InCommon Library Services
= |nC-Library on Internet 2 “Spaces” wiki

= Developing Use Cases for Library community
= Engaged with Vendor community to enhance best practices

d Active support of OSS development

= next Shibboleth release
= |AM tools: Grouper, PerMIT, CoManage
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Library Resource Providers - USA

Q Atlas Systems, Inc. a Pending

d Ebook Library - EBL = MetaPress (Springer?)

QO EBSCO Publishing " LexisNexis

d Elsevier ggﬁal Society of Chemistry
4 JSTOR = Cambridge University Press
0 OCLC = Oxford University Press

d ProQuest LLC

a RefWorks, LLC 3 More signed up with JISC in
0 Safari Books Online the UK

3 The H.W. Wilson Company
d Thomson Reuters d iTunes
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Deep-Linking to Library resources

0 Direct access to a provider resource
= User finds reference to paper in the Library catalogue
= (Catalogue reference contains URL to the paper

= User clicks reference and receives paper in pdf.
o Note ... nointeraction with provider system.

O Requirement
= Library must construct appropriate extended URL
= Provider implements an alternate access app.
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“WAYF-less” “deep-link” URL

’recid=0bc0562248a392294d51df84446d22ac4&fmt=C

** Security: IdP lookup in Federation metadata
to get channel certificate.
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UK National Grid Service ...More detailed Architecture

VOMS

Client ) D |
(Bmwser)2 Portal

< -- Fede'r"ét'éd Access -- > < -- PKI Certificates -—>
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Big Research

a UK
= National Grid Service (NGS)

a US

= Cyberinfrastructure
o National Science Foundation / National Institutes of Health
o CASC/EDUCAUSE-CCI
o Key Middleware components including Access Management
= TeraGRID
= caBig - Cancer Bio Informatics Grid
o GAARD - combining SAML access management and PKI Certificates

3 Australia
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External Resources (in the Cloud?)

d Commercial
=  Microsoft DreamSpark
= E-Academy
= UniversityTickets.com
= Turnitin
= WebAssign
= SumTotal
a Shared
= KUALI Foundation
= National Student Clearing House
= Shared elLearning? ... e.g. Switzerland, Croatia
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IT Industry
0 TERENA

Q Industry/government Leadership

= Kantara Initiative - beyond (Sun) Liberty Alliance
o Government of Canada -- Identity Mgmt Steering Committee

Q IT Vendor Support

Oracle

= |BM

Microsoft -- Active Directory Federation Services
Ping Identity Corp.
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Levels of Assurance (LOA)

d Higher - more privacy; more security
= Research
= Commercial Providers
= Government

d Lower - more community; more collaborative
= Mashups with Social Networking
= Broader access using Social networking identities
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Seeming Paradox

The Goal of IAM: reduce complexity
= One user € = One set of credentials

But

= One of the great things about identities is that we can have so
many of them ...
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Resource
Provider




Alan Darnell

SCHOLARS PORTAL




Background

* Service of the Ontario Council of University
Libraries (OCUL)

* Founded in 2002 to develop a ¢
technology infrastructure to
delivery of electronic reso
universities
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Data Repositories

Journals (8500 journals and 17 M articles)

Geospatial Data (vector andTastg
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Heverse osmosis desalinalion: Waler sourcaes, lechnolodgy,

Reverse osmosis desalination: Water sources, technology,
and today’s challenges

Lauren F. Greenlee®, Desmond F. Lawler”, Benny D. Freeman®, Benoit Marrot®,
Philippe Moulin™*
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Evolving and Growing Federated Access Services in
Canada
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Discussions currently underway with:

O CANARIE

= As a partner for the continued operation and development of federated
access services, and;

= At a future date, transition these services to CANARIE as a service offering
d Regional networks

= Possible supporting roles and/or complimentary services
d Service providers

= More services = more users

ad Other communities of interest
= |dentifying services to meet their needs
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Why are we here?

d How can the availability of federated access management services
benefit you as an end-user, your organization as a potential
member and/or as a service provider?

a Are there service providers you would like (i.e. sponsor) to become
members of the federation?

d Are there are other access management services that you feel
should be part of a federated offering?

ad Answer any other questions you may have with respect to
becoming a member, end user or service provider?
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