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ORION Member Connection Cont’d

BGP  Setup number Orion adversited BGP entires AS number @Orion 

66 285 Public  56 / Private 23



NetFlow Introduction and Setup @ ORION Network

What is Netflow?

Instead of capturing counters at physical interface like SNMP, 
it captures the flow of information



NetFlow Introduction and Setup @ ORION Network

Different from SNMP, it samples packets and gathering the 
following information:

Source IP 
Address

Destination IP 
address

Layer 3 
protocol

Source Port

Destination 
Port

Class of 
Service

Router or 
switch 

interface

Source address tells who is originating the traffic
Destination address tells where the traffic is going to
Ports characterize the application
Class of service examines the priority of the sampled flow
The device interface tells how traffic is being routed by the networking device
Tallied packets and bytes show the amount of traffic
Timestamps are collected to calculating packets and bytes per second
Next hop IP addresses including BGP routing Autonomous Systems (AS)
Subnet mask for the source and destination addresses to calculate prefixes
TCP flags to examine TCP handshakes



NetFlow Introduction and Setup @ ORION Network

Netflow Exporter-map:
flow exporter-map fem1
version v9
options interface-table
options sampler-table
template data timeout 60
!
transport udp 9996
source Loopback0
destination 66.97.19.7

!

Netflow Monitor-map:
flow monitor-map fmm1
record ipv4
exporter fem1
cache entries 65535
cache timeout active 60
cache timeout inactive 15

Netflow Sampler map:
sampler-map fsm1
random 1 out-of 100

!

Netflow interface setup:
flow ipv4 monitor fmm1 sampler fsm1 ingress
flow ipv4 monitor fmm1 sampler fsm1 egress



OPNET ARX Deployment 



OPNET ARX Deployment Cont’d



OPNET ARX deployment Cont’d 



OPNET ARX Deployment Cont’d



OPNET ARX Data Analysis 



OPNET ARX Data Analysis 



OPNET ARX Data Analysis Cont’d



OPNET ARX Data Analysis Cont’d



OPNET ARX Data Report



OPNET ARX Data Report Cont’d



OPNET ARX Data Report Cont’d



OPNET ARX Alert Manager



OPNET ARX Alert Manager Cont’d



OPNET ARX Alert Manager Cont’d



OPNET ARX Alert Manager Cont’d



OPNET Deployment Advance

L2 Internet Traffic Net Flow Data Collecting by ORION Appliance  

Network Requirement from Member side:
• Support Net Flow Version 9
• IP Reachable with  Orion OPNET Server 66.97.19.7



Thank You ! 


