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ORION Member Connection cont'd

BGP Setup number Orion adversited BGP entires AS number @Orion

66 285 Public 56 / Private 23

Daily Summary of Total Traffic Activity
2013-02-19 9:12 EST to 2013-02-2010:12 EST

Top Applications
Traffic {Inbound and Outbound})

Ed HTTP (242681.341 GB, 75.72%)

B HTTPS (5357.253 &B, 11.64%)

S5H (3026969 GB, G.57%)

macromedia-fes-tep (1277.694 GB, 2.72%)
imapstcp (S12.211 GB, 1.13%)

SMTFPF (273.484 GB, 0.59%)

[1 2=3001/udp (265 .522 GB. 0.528%)
MS-WEBT-SRW-TCP (185.797 B, 0.36%)

- YAHOO-MESSENGER-WOICE (158.25 GBH, 0.34%)
[l syne-tep (135.098 GB, 0.29%)

[

Top Business Groups
Traffic {Inbound and Owutbound)

B &TANet Metwarking -A5 -540 ALL (25082.378 &GB, 22.00%)

Il Google - AS 15160 (24356 817 GB, 21.45%)

- University of Toronto -AS 230 (14741.402 B, 12.928%)

B cANARIE -AS 6500 (12060 205 GB, 11.42%)

i External peering via TORLEX -ALL (11844572 GB, 10.26%)

= Other Group (B655.504 GB, 7.63%)

[ ] RIPE Network Coordination Centre -AS20040 (S821.4493 GB, 5.13%)
Bl University of Waterloo-AS 12003 (3663.128 GB, 3.23%)

[ ] ok Univesity ASS02 (3308 037 GB, 2.91%)

i Feel District School Board-AS 359098 (3202.743 GB, 2.9%)
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NetFlow Introduction and Setup @ ORION Network

What is Netflow?

Instead of capturing counters at physical interface like SNMP,
it captures the flow of information

Netflow

Y
SNMP

orion
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NetFlow Introduction and Setup @ ORION Network

Different from SNMP, it samples packets and gathering the
following information:

Source IP Destination IP Layer 3

Address address protocol SelliEs Aol

Router or
switch
interface

Destination Class of
Port Service

Source address tells who is originating the traffic
Destination address tells where the traffic is going to
Ports characterize the application
Class of service examines the priority of the sampled flow
The device interface tells how traffic is being routed by the networking device
Tallied packets and bytes show the amount of traffic
Timestamps are collected to calculating packets and bytes per second
Next hop IP addresses including BGP routing Autonomous Systems (AS)
Subnet mask for the source and destination addresses to calculate prefixes
. TCP flags to examine TCP handshakes
orion
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NetFlow Introduction and Setup @ ORION Network

Netflow Exporter-map:
flow exporter-map fem1
version v9

options interface-table
options sampler-table
template data timeout 60

1

transport udp 9996

source Loopback0

destination 66.97.19.7
|

Netflow Monitor-map:
flow monitor-map fmm1
record ipv4

exporter fem1

cache entries 65535

cache timeout active 60

cache timeout inactive 15
Netflow Sampler map:
sampler-map fsm1

random 1 out-of 100

|

Netflow interface setup:

flow ipv4 monitor fmm1 sampler fsm1 ingress
flow ipv4 monitor fmm1 sampler fsm1 egress

orion
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OPNET ARX Deployment

Traffic "
* Packet Monitoring * NetFlow Collection
* Passive data collection via * Sent from NetFlow-enabled
SPAN or Network TAP devices
* Data is extracted from * Stand-alone or combined with
TCP/UDP/IP headers in real- monitoring
time

Monitored

. vetFlow
traffic flow :
. ata
; &7 =
;':_-?;; S— L
[ ]
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OPNET ARX Deployment cont'd

™ logout
AppResponse Xpert — . .
System Diagnostic Backup Action Reports Integration Launch Help
setup snmp radius traceroute maill ports update history capture pages interface groups  advanced
ARX-3700 Release 8.5.5
System status: 9:594M up 61 days, 12:12, 0 users, load averages: 0.27, 0,42, 0.42 (Last Configured: 2012-05-15 16:43)
Network Configuration Settings
Hostname ORIONS ® Domain orion.on.ca ®
IP Address 66.97.19.7 @ Netmask 255,255.255.224 @
Gateway 66.97.19.1 ®

Management Interface Speed/Duplex Setting

autoselect status: active autoselect: 1000baseTX

Monitoring Interface(s) Speed/Duplex Setting
1 status: no carrier autoselect:
2 status: no carrier autoselect:
3 status: no carrier autoselect:

4 status: no carrier autoselect:

Physical Configuration

For H5C: No Physical configuration is available ®

Duplicate Packet Filter: @ Enabled © Disabled @

Domain Name Servers

£6.57.15.10




OPNET ARX deployment contd

logout

AppResporse Xt —— | |
System Diagnostic Backup Action Reports Integration Launch Help

setup snmp radius traceroute mail ports update history capture pages interface groups advanced

——

This is the advanced configuration panel where data collection options may be enabled or disabled. Press the 'apply’ button when finished making changes to update the
system,

Advanced Data Collection Options

Enable Recognized Application Detection {on/off) ®
[l Enable vian Grouping (on/off) @

[ Enable VLAN-based deduplication (on/off) @

NetFlow Data Collection Options

Collect NetFlow data (on/off) ®

Collect Monitaring Interface(s) data (on/off) @

Collect data for Interfaces (on/off) @

Collect data for Destination Interface=Null {DstIf:Null) (on/off) ®

Collect and merge data with Monitoring Interface(s) aroups/drilldowns (on/off) ®
[ collect data for ToS (on/off) ®

Correct for Sampled Data (on/off) ®

NetFlow Port(s): 9996 ®

orion
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OPNET ARX Deployment cont’d

pert Console

=T
Fle Edit View Tools Insights Window Help

a4 0000000 | DEABIH |WEYEOONE % |© AppResponseXert

Orion_Initial_2013_March TechTown

Pro 2013-02-19 09:12 [ aiTg| 2013-02-20 10:12 = pdate Ho R 0 admin - appliance: 66.97.19

B3 Auul Xoert Insiahts B X Edit Report Content =0

4, Business Group Table =0OXx ; i, . e —
1 124 Name Daily Summary of Total Traffic Activity (IP version) w596 ht 749

Show (Business Group n Top 100 By |Throughput (Inbound and Outhound) 2@ TQ B o o
- — — — — e Daily Summary of Total Traffic Activity

roup * | Information 2l Rl O e T 2013-02-19912 ESTt0 2013-02-20 10:12 EST

(inbound and (inbound) (Outbound) and Cutbound)
Outbound) [Mbitsisec] [Mbits/sec] [Mbits/sec] [MB] _—
Top Applications

GTANet Networking -AS -549 ALL Toronto and York 2393.955 1732.815 661,140 25664355 Traffic (Inbound and Outbound)

Google - AS 15169 Directly peering 2324.705 2118.198 24941381,

university of Toronto -AS 239 Toronto and York Via GTANSt AS 549 1406. 974 406.244) 15095195 DI HTTR (34881341 6B, 75.72%)

CANARIE -AS 6509 Private peering 12:7.m| 824,157 13280557. HTTPS (5357 253 6B, 11 64%)

External peering via TORIX -ALL External peering via TORIX -ALL 1111.401 371.905 739.496 11924041 Il 55H (3028 080 68, 8.57%)
= other Grou other Group 827.068| 468.436 358.632 8873475, ] macromesa fostep (1277 804 68, 2 76%)
[# RIPE Network Coordination Centr... |external peering via TORIX 5§55. 620! 27.926) 527.694 5961158 [ imapstep (518.211 6B, 1.13%) :
I+ University of waterloo-AS 12093 WTLO 349.623 177.048 172.577 3751043, W suTP (273,484 G, nég“)
I+ York University Asg02 Toronto and York via GTANEt AS 549 315,817/ 212,274 103,544 3388351, 462 Dggummmaﬁgi 6B, 0.58%)
I+ Peel District Schoel Board-AS 3... Teronte 34272 293,147 21,125 3371769.185 [ Ms-WBT-SRV-TCP (185,797 6B, 0.38%)
i+ McMaster University -AS 23237 HITH 254.828 189.473 65.355 2734007194 :

[ vAHOO-MESSENGER-VOICE (158.25 6B, 0.34%)
[ syne-tep (135.098 6B, 0:28%)

carl
g Car avorite anle |

Top 20 By |Throughput (Inbound and Outbound) B 2@ m 3 &
Group *  Information *  Throughput (Inbound ¥ | Throughput (Inbound) * | Throughput +  Traffic (inbound and  *
and Outbound) [Mbkts/sec] (Outhound) [Mbitsisec] | Cuthound) [ME] Top Talkers
[Mbtsfsec] Traffic {Inbound and Outbound)
o) Peel District School Board-AS 3... Toronto 314,272 293,147 21,125 3371769.185 [l 'eg-poolt scinet utoronto.ca (2000.538 6B, 20.5%)
Local Traffic Local Traffic 0.000 0.000 0.000 0.000 [ 68 87 28 142 (1285 12 6B, 12.66%)
| [ Applications Applications [0 16 g-paoia scinet utaronta ca (1153.01 GB, 1181%)
IP Protocols IP Protocols [0 teg-pocl4scinetutoronto.ca (1011.758 B, 10.37%)
Member IPs Member IPs [0 sawsharenet.ca (004850 6B, 9.27%)
Connected IPs Connected IPs [l 137.207.12.180 (801.698 6B, 8.21%)
IP Canversations IP Conversations 130.14:250.10 (708 838 6B, 7.26%)
1= Connected Groups Connected Groups [ miroreselub. umate loo.ca (370,265 6B, 6.57%)
Google - AS 15169 Directly peering 230.323 221.348 8.974 2471094.918 [ cdn 208111181253 yyz.Inw.net (348.56 GB, B.85%)
External peering via TORT External peering via ... 54,669 50,613 4,056 58535.169 [ cdn 208111181254 yyz.lInw.net (504,626 B, 5.00%)
RIPE Network Coordination external peering via ... 45.526 43.724 1.802
other Group other Group 25.769 18.841 6.928 276473.514
Peer 1 Network- AS 13768 external peering via .. 2.115 1.906 0.209 22695.494
Hurricane External peerin... |external peering via .. 1.497 0.991 0.506 16066.305
Shaw Communications Inc.- external peering via .. 1.490 1.342 0.148 15983.469 i
Rogers Cable communicatio external peering via ... 1,430 1.342 0.148] 15983.469 Top Conversations
CANARIE -AS 6509 Private peering 1.124 0.995 0.129 12063.407 Traffic (Inbound and Outbound)
Allstream Corp -AS 15290 extErnal peering via ... 1,002 0,753 0,249 10754676
Cogeca Cable -AS 7392 external peering via . 0.954 0.365 0.588 10230.668 [0 137.207.13.180 - 199.241.163.167 (801 695 GB, 26.43%)
TekSawvy Solutions -AS 5645 |external peering via ... 0.648| 0.146 0.502 6953.918 [0 130.15.20 257 - 130.183.8.64 (404018 0B, 13.32%)
Laure GTANet Networking -AS -E4... Toronto and York 0.476 0.377 0.099 5110.484 []130.14.250.10 - 199.241.183.210 (354.925 8B, 117%)
Bell Limelight Networks AS 22822 |external peering V' 0.361 0.338] 0.023 3873.011 [l 142.51.71.180 - 208.12.26.24 (312.129 0B, 10.28%)
i LOYAL Beanfield Technologie -AS... external peering vi 0.303 0.226 0.077 3251.255 130.14.250.10 - 198.241.183.211 (307.178 6B, 10.13%)
i Peer Q3 Networks -AS 12188 external peering vi 0.290 0.230 0.060 3114.391 [ 126.100.3.60 - 103.62.103.5 (263.307 6B, 8.88%)
Primus Telecommunications external peering via ... 0.285 0.086 0.198 3054.752 E147.21D131 41 - 208.108.121.120 (180 945 GB, 5.08%)
Time S National Research council external peering OTWA 0.202 0.157 0.045 2170476 Il 15251.133.5 - 100.241.183.215 (16475 6B, 5.43%)
Data S0uf Timg Selection: 2013-02-19 09:12 EST to 201 3-02-20 10:12 EST H:gg Bt W66 (100 03,4308
(™| Data Sourcs; ORION : ! a7
— e
AppRespo otal Traff avorites Report Ma Business [+ Edit Repo

*
O r I O n total time 0.45 sec, query time 0.0 sec, values 6 (13 valuesisec)
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OPNET ARX Data Analysis

B3 AppResponse Xpert Console

File Edit View Tools

Project-1

% Project Tim

Total Traffic

2013-02-19 09:12 {4

Insights Window Help

I2H 5|71 008000 | WA | WK OOME |

2013-02-20 10:12 o

Throughput (Inbound and Outbound)

+# Update How

+# Recent Hour |

user: admin - appliance: 66.

7.1

Infarmation Throughput (Inbound ¥ | Throughput (Inbound) — * | Throughput (Outhovnd) Traffic {Inkbound anc
and Outbound) [Mbits/isec] [Mhits/sec] Outhound) [MB]
[Mbits/sec]
= Total Traffic Total Traffic G738.126 1198.103 4540.023 G15E3416E.
= TCP TRANSMISSION CONTROL P... 5240.646 989.525 4251.121 56226035,
I=| pefined Apps Applications
HTTP TCP Ports: 80 3327.296 150.587 3176. 699 35698013.272
HTTPS TCP Ports: 443 511.316 104.764 406,552 548CE27.056
[+ SSH TCP Ports: 22 288.905 113.057 175.848 3099615.840
[+ SMTP TCP Ports: 25 26.102 25.002 1.100 280047.772
[+ MS-WBT-SRV-TCP windows Terminal serve... 15.824 0.231 15,593 169776.309
[+ YAHOO-MESSENGER... |TCP Ports: 5000-5001 15.104 C.7E6 9.338 162047.916
[+ IMAP TCP Ports: 143 4.1z20 0.247 3.873 44200.993
[+ POP2 TCP Ports: 110 1.945 0.058 1.888 20872.455
I+ VERITAS-BACKUP-... |TCP Ports: 9284,13701-... 1.674 1.148 0.526 17959.086
[+ VERITAS-BACKUP TCP Ports: &10&,8099,10000 0.722 0.544 0.177 7745.121
[+ MSSGL-TCP Micreseft SQL Server (... 0.378 0.040 0.338 4057.453
WMWARE-SRV-TCP wMware Server (TCP Por... 0.205 0.006 0.199 2196.1092
ORACLE-NETE8-CMA... TCP Ports: 1630 0.128 0.127 0.001 1374.243
ORACLE-GIOP-TCP TCP Ports: 2481 0.112 0.110 0.002 1205.924
MICROSOFT-DS TCP Ports: 445 0.096 0.040 0.056 1026.037
ORACLE-NAMES TCP Ports: 1575 0.079 0.038 0.040 844.147
TELMET TCP Ports: 23 0.0&64 0.018 0.046 691.052
SAP-HOSTCTRL-TCP TCP Ports: 1128 0.053 0.053 0.000 572.025
SQOL*NET-2 TCP Ports: 1521 0.043 0.014 0.035 529.973
ORACLE-REMOTE-DE TCP Ports: 1571 0.048 0.008 0.040 519.919
Other Apps other Apps

uppP USER DATAGRAM PROTOCOL 474,950 208.578 266,372 S095E58.258

Other IP Protocols Other IP Protocels 22.013 0.000 22.013 236172.321

ICMP Protocol 1 0.517 0.000 0.517 5549.802

AppRespo...

& Total Traff...

total time 0.39 sec, guery time 0.0 sec, values 1227 (3146 valuesisec)

orion
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OPNET ARX Data Analysis

IMetrics... 4 |1 Hour

Baad @d o &

13,000

12,000

11,000

10,0004

9,000

8,000

7,000

B

6,000

5,000

4,000

3,000

2,000

1,000

Total Traffic

B Traffic (Inbound and Outbound) [&B] [ Traffic (Inbound) [GB]

2013-Feb EST
B Traffic (Dutbaund) [GB]

Time Selection: 2013-02-01 00:30 EST to 2013-03-01 00:30 EST
Granularity: 1 hour

orion PR
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OPNET ARX Data Analysis Cont’d

E3 AppResponse Xpert Console

File Edit View Tools Insights Window Help -
e S 2 000N | IERDER | OO ME AppResponseXppert

I_2013_March TechTown

#¢ Project Time... | 2013-02-19 09:12 g 2013-02-20 10:1z2 g E ¥¥ Update Now | | Recent Hour admin - 66.97.19.7

ess Group Table

Business Group Throughput {Inbound and Outhound)

Information | Throughput ¥ | Throughput Throughput Traffic (Inbound
{Inbound and {Inkounc) (Outlound) and Outbound)
Cutbound) [Mbitsisec]| [Mbits/sec] [Mbitsisec] [MB]

GTANEL Networking —-AS -543 ALL Toronto and York 2393.955 1732.815 G61.140 25684355.042
Google - AS 151689 Directly peering 2324.705 206.508 2118.128 24241381.016
Uniwversity of Toronto -AS 239 Toronto and York Via GTANet AS £43 1406.974 1000.7320 406,244 15095125 ,.580
CANARIE —AS 6509 Private peering 1237.838 413.681 824.157 13280557 . 685
External peering via TORIX -ALL External peering wvia TORIX -ALL 1111.401 371.205 739.496 11924041,361
Other Group Other Group B27.068 468.436 358.632 BB73475.672
# RIPE Networlk Coordination Centr... external peering wvia TORIX SEEE.E520 27.926 527.694 59G61158.116
& University of waterloo-AsS 12033 WTLO 349.623 177.045 172.577 3751043.071
York University ASS02 Toronto and Yorlk wia GTANet AS 549 315.817 212.274 103.544 3388351.4562
[+l Peel District Scheool Beoard-As 3... |Toronto 314.272 292.147 21.125 3371769.185
F McMaster University —AS 23237 HMTHN 254.828 189.473 G5.355 2734007.194
[+l Carleton Uniwversity-AS 28773 OTWA 213.937 168.783 51.154 2359670. 465
Queen Uniwversity -AS 21983 KNTHN 212.943 102.428 109,520 2284689.628
SHARCNET -AS 46757 LOND 210.842 110.361 100. 481 2252088.559
H OTTAWA University —AS 25826 OTWA 199.852 158.323 41.523 2144179.317
LARGE*NET -AS5 812 ALL LOND 127.933 113.227 84.712 2123656.312
f LARGE*MET -AS 819 ONLY LOND 177.271 102,238 7E5.03232 12019214.829
| _Seneca College Arts and Techno. Toronto and York Wia GTANet AS 543 168.792 146.078 22.722 1811013. 487
t Hurricane External pesring -AS . external peesring Via TORIX 165.157 120.341 44,816 1771937.247
t RYERSON UNIWVERSITY -AS 26996 Toronto and York Via GTANet AS 543 147.2792 a7.9232 49,247 1580127.6814
Houniversity of Guelph -AS 31886 GLFPH 126.044 86.960 39.085 1352308.424
tl Cogeco Cable -AS 7332 external peering wvia TORIX 125.270 75.727 49.542 1343936. 401
Shaw Communications Inc.-AS G327 external peering via TORIX 103.344 72.804 30.540 1108757.100
tl Rogers Cable Communications -AS... external peering via TORIX 102.344 72.804 30.540 1108757.100
F aAllstream Corp -AS 15290 external peering via TORIX 24.164 43.269 50.836 1010274.118
[+l Ottawa-Carleton District School. OTWA 82.027 F7.390 11.636 255153.958
George Brown College Arts and . Toronto and York Via GTANet AS 549 B85.366 82.509 2.857 915875.982
# MTO Telecom -AS 21548 external peering wia TORIX FO.BFF 6G6.891 12.985 B5E983.293
& UNIVERSITY-OF-WINDSOR- AS 11700 LOND 78.782 FE.947 1.835 845236.397
Niagara College-AS5 32250 STCH 77.284 70.383 7.600 B36674.620
GEORGIAN-COLLEGE -AS 19764 York 73.501 68.311 5.190 788577.5189
ST. LAWRANCE COLLEGE -AS 65136 KNTN -AS 26677 F0.263 51.664 18.600 753844.987
Sir Sandford Fleming College-AS... FTEO 52.51z2 50,230 9.222 F45783.716
TekSavwvy Solutions -AS 5645 external peering wia TORIX E2.4E8 £2.922 9.566 F45525.028
waterloo Region District School... |WTLO -AS26677 64.738 59.105 5.623 694561, 498
Cambrian College -AS 32756 SDBR G1.801 51.535 10.106 663052.132
CENTENMNIAL COLLEGE— ARTS AND TE... Toronto and York Via GTANet AS 549 5l.7922 53.454 S5.344 6630258.164
Humber College -AS 32156 Toronto and York via GTANeT AS 549 55.054 54.511 0.5432 590666, 983

ORTON-RNE-MOHAWK-COLLEGE -AS 65279 Toronto

-AS 2BGRTT 54.514 47.533 G.981 GB4873. 467

AppRe=spo. Total Traff. ¢ T £ Business ...

total time 0.686 sec, query time 0.0 sec, values 6104 (8897 valuesisec)

orion
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OPNET ARX Data Analysis cont’d

AppResponse Xpert Console EI @
-
File Edit View Tools Insights Window Help -
= = 5 T AppResponseXeert
9 = b | | | @ SDSO0 DBHLEDES | oD mE
Project-1
T I . n . n S 4 | P | P TR -
&< Project Time. 2013-02-19 09:12 s 2013-02-20 10:12 [ RIS Ey T ¥3 Recent Hour admin - 66.97.19.7.
* Favorites Table
Top 20 By [Thr 1d and O [ @ i
Group * | Information + | Throughput (Inbound and ¥ | Throughput (Inbound) + | Throughput (Outbound) = | Traffic (In
Outbound) [Mbits/sec] [Mbits/sec] [Mbits/sec] Outhbound|
= Pesl District School Board-AS 253358 Toronto 314.272 293.147 21.12%
# Local Traffic Local Traffic 0.000 0.000 0.000
Applications Applications
IF Protocols IF Protocols
Member IPs Member IPs
Connected IPs Connected IPs
IF Conversations IF Conwersations
= Connected Groups Connected Groups
Google - AS 15169 Direct] peering 230.323 221.348 8.974
External peering wia TORIX -AlLL |External peering via TOR... 54.669 E0.613 4.056
RIPE Network Coordination C€e... |external peering via TORIX 45.526 43.724 1.802
other Group Other Group 25.769 18.841 6.928
Feer 1 Metwork- AS 13768 external peering wia TORIX 2.115 1.208 0.209
I+ Hurricane External peering -... external peering vVia TORIX 1.497 0.991 0.5086
I+ Shaw Communications Inc.-AS ... |external peering wvia TORIX 1.490 1.3242 0.148
I+l Rogers Cable Communications ... |external peering wvia TORIX 1.490 1.3242 0.148
[+ CANARIE -AS 6509 Frivate peering 1.124 0.995 0.129
I+ Allstream Corp —-AS 152920 external peering wvia TORIX 1.002 0.753 0.249
I+ Cogeco Cable -AS Fasaz external peering wvia TORIX 0.954 0.365 0.588
I+ TeksSawvwy Solutions —AS 5645 external peering wvia TORIX 0.648 0.1486 0.502
# GTANST Metworking -AS -549 ALL Toronto and vork 0.476 0.377 0.099
[ Limelight Networlks AS 22822 external peering via TORIX 0.361 0.338 0.023
# Beantield Technologie -AS 21949 | external peering via TORIX 0.303 0.226 0.077
Gl 09 Networks -AS 12188 external peering wia TORIX 0.290 0.230 0.060
- Primus Telecommunications Ca... |external peering wvia TORIX 0.285 0.086 0.198
I+ National Research Council of... external peering OTwWA 0.202 0.157 0.045
G Nexicom Inc.-AS 11666 external peering wvia TORIX 0.196 0.163 0.034
[ university of Toronto -AS 239 Toronto and ¥ork wia GTA... 0.183 0.147 0.036
= pol-toro:TencigED/1,/0/3.248 PEEL DSBE RNE 314.095 21.071 293.024
[l ToS Tos
[t ToS5 Groups ToS Groups
it Applications Applications
[+ Obserwed IFs Observed IPs
[+ Affiliated IFs Affiliated IPs
= IP Conversations IF Conwversations
I+ 28.116.202.18 - 96.7.201.193 38.116.202.18 - a%&-7-20... 0.727 0.011 0.718
38.116.202.18 - 208.111.181.143 |38.116.202.18 - Cds2Z8.%... 0.686 0.010 0.675
38.116.202.50 - F2.246.43.41 38.116.202.50 - ar2-246-... 0.818 0.009 0.809
38.116.202.247 - 208.111.181... |38.116.202.247 - cdsZ38.... 0.501 0.010 0.491
38.116.203.253 - 21&.239.32.20 38.116.203.253 - any-in-... 0.499 0.010 0.488
38.116.202.89 - 74.125.174.10 38.116.202.89 - 74.125.1... 0.466 0.007 0.459
38.116.202.247 - 74.125.174.78 38.116.202.247 - 74.125.... 0.429 0.003 0.426
38.116.202.247 — 72.246.43.57 38.116.202.247 - a72-246... 0.394 0.003 0.391
38.116.202.247 - 74.125.174.10 328.116.202.247 - 74.125.... 0.381 0.008 0.376
38.116.202.247 — 74.125.174.42 38.116.202.247 - 74.125.... 0.351 0.008 0.3486
38.116.203.253 — 74.125.174.38 38.116.203.253 - 74.125.... 0.349 0.006 0.243
Time Selection: 2013-02-19 0912 EST to 2013-02-2010:12 EST
Data Source: ORIOMS
Favorites Table captured to Cliphoard.
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OPNET ARX Data Report

|["Edit Report Content

otrics.. A [naomatic |2

Queen University -AS 31983
600 1
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o
5
=
= 300 4
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100 1
u_
T L L L L L L L L L L L L L L L L L L L L L L L]
02:00 04:00 0E:00 08:00 10:00 12:00 14:00 18:00 18:00 20:00 22:00 00:00
2013-Febh-28 EST
[ Throughput {Inbound) [Mbitsfses] (272,418 /3. 203 / 510.888 / 470.201 Mhbitsisec)
B Throughput (Qutbound) [Mbitsfsec] (87.102 / 0.902 / 232.318 | 152 436 Mbitssec)

Cancel
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OPNET ARX Data Report cont’d

Edit Report Content

Queen University -AS 31983

21y
204
Mm@y
m@®=wy
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l]'-l_:MH-b

L LI | L L
22:00

T T 17T T 7T T T 17T T 17 7T 17T 77 7T 17T T 17T 7T 1T 77 T 1T
02:00 04:00 0500 0500 10:00 12:00 14:00 1G:00 12:00 20:00
2013-Feb-28 EST

[ Traffic (Inbound) [GB] (3.514 /0.112 / 17.843 / 16 425 GE) [l Traffic (Quthound) [GB] (3.042 /0032 /8.114 /5533 GE)
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OPNET ARX Data Report cont’d

roup Time Series Chart

Re [automatic

ITrafﬁc {Inbound and Owthound)

Traffic (Inbound and Outbound)
18
18
17
18
15
14
13
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m n
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a
a8
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[}
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2
1
D_
T LI DL DL LI L L L L DL L L LI L L L DL LI L DL L L L L
0z:00 0400 Q5:00 0g:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
2013-Feb-228 EST
Bl Cueen University -A5 31983=Applications>37002-TCP (0.054 /0 /0.285 / 0.241 GB)
B Cusen University -A5 31883=Applications=S5H (0.24 /0 / 3.684/ 1.517 GB)
[ 2ueen University -A5 31983 =Applications=SMTP (0051 /0 /0.845 / 0.137 GB)
[] Gueen University -A5 31083=Applications=HT TP (7.735 /0.073 / 14.008 / 13.505 GB)
[ @ueen University -A5 31883=Applications=16402-UDP (0.116 /0 / 0.543 / 0.437 GB)
B Queen University -A5 31983=Applications=HTTPS (1.361 /0.007 [ 3.432 / 2771 GB)
[ Queen University -A5 31083=Applications>macromedia-festep (0,108 /0 /0.32 /0.242 GB)
[ Queen University -A5 31083=Applications>imapstep (0,162 /0 /0.940 /0477 GB)
[ Queen University -A5 31983=Applications=19305-UDP (0.035 /0 / 0.252 / D.169 GB)
[ Queen University -A5 31983=Applications=12771-UDP (0.072 /0 /0.223 / 0.1820 GB)

Time Selection: 2013-02-28 00:30 EST to 2013-03-01 00:30 EST
Granularity: 5 minutes
Data Source: ORIOMNS
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Multi*Metric Time Series Chart

s [ o

McMaster University -AS 23237

Ghitsisec
=
=

OPNET ARX Alert Manager

= Pl
HName 4 |Deseription o [Type  + (Origin * [Modified + |Last Modified ¢ |Status ¢ |Edit... ¢
Backendrroblem Increased APPLICATION RESPONSE...| adaptive|l 2012-03-16 05:53:35 |Active
ClientConnectionR. .. [Increased CONNECTION REQUESTS ... | adaptivelocal 2012-03-16 05:53:35 Active
ClientUtilization... Increased THROUGHPUT (INBOUND) adaptive|local 2012-03-16 05:53:35 Active
DosAttacksynFlood  Potential SYN Flood DoS ATTACK... adaptive[local 2012-03-16 05:53:35 Active
ISPOUtboundTraffi... Increased THROUGHPUT (OUTBOUND... adaptivelocal 2012-03-16 05:53:35 Active
ISPPacketlossIncr... Increased PACKET LOSS (OUTBOUN... adaptivelocal 2012-03-16 05:53:35 |Active
ISPRoundTripTimel... Increased ROUND TRIP TIME (OUT... adaptivelocal 2012-03-16 05:53:35 Active
InNTTIncreasePL Increased DATA TRANSFER TIME (...  adaptive|local 2012-03-16 05:53:35 |Active
INNTTIncreasePayload Increased DATA TRANSFER TIME (...  adaptive|local 2012-03-16 05:53:35 Active
InPacketLossIncrease Increased PACKET LOSS (INBOUND) | adaptive|local 2012-03-16 05:53:35 (Active
InqueueingDel ay Increased DATA TRANSFER TIME (...  adaptive|local 2012-03-16 05:53:35 Active
InRouNdTripTimeIn. .. Increased ROUND TRIP TIME (INB... adaptive|local 2012-03-16 05:53:35 |Active
McMaster Universi... McMaster University Traffic Th... staticlocal admin 2013-03-01 12:49:24 Active
OUENTTINCreasePL Increased DATA TRANSFER TIME (...  adaptive|local 2012-03-16 05:53:35 |Active
OULNTTINCreasePay... Increased DATA TRANSFER TIME (...| adaptive[local 2012-03-16 05:53:35 Active
OutPacketLossIncr... Increased PACKET LOSS (OUTBOUND) | adaptive[local 2012-03-16 05:53:35 Active
outqueueingDelay Increased DATA TRANSFER TIME (... adaptive[local 2012-03-16 05:53:35 Active
OutRoundTripTimel... Increased ROUND TRIP TIME (OUT...| adaptive[local 2012-03-16 05:53:35 Active
overloadedServers  |[Increased APPLICATION RESPONSE...| adaptivelocal 2012-03-16 05:53:35 Active
serverconnectionk. .. Increased CONNECTION REQUESTS ...  adaptive|local 2012-03-16 05:53:35 Active
ServerUtilization... Increased THROUGHPUT (OUTBOUND) | adaptive|local 2012-03-16 05:53:35 |Active

w Group

2013-Feb-28 EST

I Thioughput (Inbound and Cuthound) [Sbitsisec]
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Thu 13.00 Thu 17.00 Thu 21:00 Fii01.00 Fii 09:00

Condition” | Schedule ons | Links

McMaster University Traffic Threshold Alert

McMaster University Trafic Threshold Alert

Annly Cancel



OPNET ARX Alert Manager cont'd

w Group Condition Schedule Actions Links

McMaster University Traffic Threshold Alert

Apply Cancel

identity | Group  |REL L M| Schedule | Actions | Links

Throughput (Inbound and Outbound) .

Apply
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OPNET ARX Alert Manager cont'd

Identity Group Condition T Actions Links

- - - - - e -

12 Raf:foo K&l [am K4 - 11 R4:[s0 Kl [om B4

Apply Cancel

Identity Group Condition Schedule -w Links

5!‘ 1] eric.guo@orion.on.ca

SNMP
SysLog
Trace

Snapshot

Apply Cancel
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OPNET ARX Alert I\/Ianﬁ_a_gerlcOnt'd

= Py Vinor Traffic Alert Start - McMaster University Traffic Threshold Alert on ORIONS e (HTML = = 52
File Message & e
Ex i 3 . : =
i Ignore x i] ¥ —E& E Meeting | |3 MW link betwee... 53 (5 Rules ~ (- Mark Unread a& &4 Find ‘Q
v '_-.5 To Manager =~ _J E Categorize % Related =
~ Delete Reply Reply Forward B - . _ Move |-3 i - Translate Zoom
& Junk 5 2 More 5 Team E-mail - o 2 Actions ¥ Follow Up - 'S [; select
Delete Respond Quick Steps Move Tags Editing Zoom
From: Traffic Monitor <root@ORIONS.orion.on.ca > Sent:  Fri01/03/2013 12:41 PM
Tar Eric Guo
Co
Subject: Minor Traffic Alert Start - McMaster University Traffic Threshold Alert on ORIONS
i

Alert Start

A Minor traffic alert condition was detected at Fri Mar 01 12:35:00 EST 2013 for alert task McMaster University Traffic Threshold Alert
on ORIONSY.

A follow-up email will be sent when the state changes.
Description

McMaster University Traffic Threshold Alert
Group

McMaster University -AS 23237

Condition

if Throughput (Inbound and OQutbound) > 1500.0 then Critical else if Throughput (Inbound and Outbound) = 1000.0 then Major else if
Throughput (Inbound and OQutbound) > 800.0 then Minor else None

Values

Metric Variable Value |Unit
Throughput (Inbound and Outbound) TPIO 997.1620 Mbits/sec

|:J Traffic Menitor DD ~




OPNET Deployment Advance

L2 Internet Traffic Net Flow Data Collecting by ORION Appliance

~Directly Peering
[ Google)

J
/ .
Private Peering
{CANARIE -R&E) )

o
Orion Border .
Router =

Public Peering TDR’
e
i Internet traffic
Such as Cogej

-

OPNET ARX server N
IP: 66.97.19.7 ef‘ﬂowoa

ta
R&E BGP Traffici

Orion PE router

Orion Core Rout

— 2 lnternet Trafficum.

Network Requirement from Member side:

* Support Net Flow Version 9
 |P Reachable with Orion OPNET Server 66.97.19.7
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