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University Cyber Facts

Deloitte has identified unique challenges for 
Universities:
•Limited resources and decentralized IT operations
•Plethora of valuable data
•Minimal cyber security training for staff and 
students

•Variety of devices used by students and faculty 
(BYOD)

•Lack of access controls

“The cyber attacks on education sector has more than doubled in the 
first six months of 2017 compared to the last half of 2016” - Gemalto 

According to the 
2017 Verizon data 

breach report, 
phishing attacks 
cause 90% of 
cybersecurity 

breaches.



“If you can't measure it, you can't 
manage it.”  Peter Drucker



Cyber Security Maturity Measurement



Why Select a Standard?



There is No Such Thing As Perfect Protection



NIST Cyber Security Framework



Implementation Guidance Through a Seven Step Process

Prioritize 
and Scope

Create a 
Current 
Profile

Orient Conduct a 
Risk 
Assessment

Create a 
Target 
Profile

Determine, 
Analyze, 
and 
Prioritize 
Gaps

Implement 
Action Plan



Roles

Source: Framework for Improving Critical Infrastructure Cybersecurity, NIST, USA, 2018, Figure1



Step 1: Prioritize and Scope

High Level Activities of this Step

• Identify key executive and board level stakeholders that authoritatively speak to mission drivers and 
risk appetite.

• Determine the scope to be addressed through the application of CSF.  Is this organizational or 
partial?

• Identity organizational vision, mission, and strategies/drivers.  These will provide an input and 
alignment into other implementation steps.

• Identify risk architecture.
• Define the roles and responsibilities for conveying prioritization and resource availability.
• Establish a governance steering group that will remain informed on cyber security issues, threats, 

and mitigation progress.



Step 2: Orient and Step 3: Create a Current Profile

High Level Activities of these Steps

• Organize an operational level governance group.
• Determine business and operational systems on which stakeholder drivers (as described in 

Phase 1) depend.
• Ascertain availability goals and/or recovery goals for identified systems and assets.
• Review the implementation tiers and record the tier selected by the organization.
• Complete the current profile template iterating through each subcategory and recording 

status; 
• N: Not Achieved (0 to 15%)
• P: Partially Achieved (>15 – 50%)
• L: Largely Achieved (>50 to 85%)
• F: Fully Achieved (>85%)



Step 4: Conduct a Risk Assessment and Step 5: Create a 
Target Profile

High Level Activities of these Steps

• Conduct risk assessment to catalog potential risk events to applicable systems and assets
• For each risk event above, determine potential of that risk being realized and the overall 

impact on the organization.  Think about emerging risks, threat, and vulnerability data.
• Determine the applicability of a subcategory for your organization.
• Determine additional categories of subcategories.
• Complete the Target Profile template, iterating through each subcategory and recording 

desired state.  You need not achieve the highest desired state.
• N: Not Achieved (0 to 15%)
• P: Partially Achieved (>15 – 50%)
• L: Largely Achieved (>50 to 85%)
• F: Fully Achieved (>85%)



Step 6: Determine, Analyze, and Prioritize Gaps

High Level Activities of this Step

• For each subcategory listed in the Target Profile, record the difference between the desired 
capability level and the current state (as described in the current profile).

• Determine required activities for each subcategory to close the gap between current state and 
target state.

• Review the potential activities defined, determine the appropriate priority of those activities.  This 
is to align with risk appetite.

• Determine the resources necessary to accomplish the activities described.
• Create and record an action plan of activities with milestones, ensuring appropriate responsibility 

and accountability, to achieve the desired outcomes according to the determined priorities.



Step 7: Implement Action Plan

High Level Activities of this Step

• Execute the action plan as defined step 7
• Consider a continuous feedback loop and metrics development to your governance committee
• Assist in the resolution of significant issues
• If necessary, you may need to adjust;

• The target profile
• Gap Assessment
• Action Plan







Cyber Security Assessment Tool – Organization Profile

• Basic Information about 
organization structure

• Designed to help identify 
key information about 
critical systems

• Identify who may be 
participating in interviews



Cyber Security Assessment Tool – Interview Preparation

• Each subsection of the 
NIST framework has 
been divided into an 
interview with 
suggestions on those 
who should be present 
in the interview



Cyber Security Assessment Tool – Assessing Current State

• Each subsection has been 
divided into an interview

• Conduct the interview and 
attempt to quantify the 
response to the question 
and the objectives

• Spectrum from 0.00 to 1.00 
can be used for score

• Score is a rough guide only, 
project team will review all 
sub categories later

• Some subcategories have 
multiple questions



Cyber Security Assessment Tool – Assessing Current State

• Each subcategory is automatically scored based on the criteria mentioned in previous 
slides

• After each category has been scored the project team can review the derived score to 
ensure the tool is generating useful data for the institution 



Cyber Security Assessment Tool – Current Profile Summary

• Based on the information 
recorded in the interview 
and on the summary 
sheets a current profile 
summary sheet is 
displayed that outlines 
where the institution 
currently sits relative to 
the NIST sub categories
• This page shows all 

subcategories except 
those fully achieved. 



Cyber Security Assessment Tool – Threat Assessment

• The threat assessment page allows the instruction to consider threats to the critical infrastructure that has 
been identified in the organizational profile. 

• This data is used in the risk assessment for each NIST subcategory and helps to determine the importance of 
the threat and eventually the control categories. 



Cyber Security Assessment Tool – Risk Assessment

• After reviewing the current assessment and determining threats for the 
institution, the project team then completes a risk assessment for each 
of the NIST sub categories. Essentially trying to answer the question 
“What is the impact of not having this control in place” 
• This information should be gathered relative to the threats to critical 

infrastructure that were identified in the target profile. 
• This information helps to determine if the NIST guidelines are relevant 

to the institution as depending on institutional size and scope they may 
not be. 



Cyber Security Assessment Tool – Risk Assessment



Cyber Security Assessment Tool – Target Profile and Action Plan

• After completing the risk assessment, the data is then displayed on the 
target profile screen
• Users enter the desired state, taking into account the risk assessment 

data that was entered on the risk assessment screen. 
• This view gives the user all the information needed to select a target 

profile that maps to the NIST objectives and takes risk into account. 



Cyber Security Assessment Tool – Target Profile and Action Plan



Cyber Security Assessment Tool – Gap Assessment

• The gap assessment page allows you to visualize easily the gaps between current 
sate and desired state

• This page also includes a calculation to help determine the priority of the gap as 
follows: 

• Gap score – Current state – target state 
• Gap score X impact = delta 

• Utopian score is 0 – no variance between current and target states, as 
well as no impact to not having the control in place

• The higher delta the higher the priority for the subcategory (control) 



Cyber Security Assessment Tool – Gap Assessment



Cyber Security Assessment Tool – Next Steps

• Supplemental scoring guides to better quantify each score – This is 
somewhat subjective in the interview stage.  
• Improved UI
• Relational DBMS 

• Constructing this method in a database management system 
would allow for a tighter relationship between the controls 
and the threats.

• Filters and PivotTables converted to SQL queries would make 
for easier (automatic) refresh of the data. 



References and a Note on Sharing

NIST Framework
https://www.nist.gov/cyberframework

Some Work Based on ISACA
Implementing the NIST Cybersecurity Framework
https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/Implementing-the-NIST-
Cybersecurity-Framework.aspx

Cybersecurity: Based on the NIST Cybersecurity Framework
https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/Cybersecurity-Based-on-the-
NIST-Cybersecurity-Framework.aspx

What can we Share?
Our presentation, our developed Excel template, and the VISIO templates for the Cybersecurity Maturity Radar

https://www.nist.gov/cyberframework
https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/Implementing-the-NIST-Cybersecurity-Framework.aspx
https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/Cybersecurity-Based-on-the-NIST-Cybersecurity-Framework.aspx


Questions


