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I. ABOUT THE SERIES       
 

Building Ontarioôs Next-Generation Smart Cities 
Through Data Governance  
 
There are many definitions of a ñsmart city,ò but central to all of them is the implementation of advanced 
technology for the creation of systems and services to support prosperity and quality of life for people. As cities 
adopt smart infrastructure, they are beginning to gather useful data. Alone, that data can provide useful 
insights to help make specific aspects of city life more efficient and more livable. Combined with other data, 
city data could generate innovative new uses and new value. This emerging opportunity raises important 
questions on how data might be owned, shared and governed.  
 
Itôs still early days and cities around the world are still figuring it out, researching and testing new 
methodologies, and leveraging digital technologies to support them. In such environments, digital research 
infrastructure is key to the exploration of smart cities data governance.  
 
Rapid advancements in data collection, transfer, and analysis technologies have provided the Government of 
Ontario with the opportunity to explore new infrastructure systems for economic development. These 
technologies have enhanced the governmentôs ability to amass volumes of data and interpret them to create 
data-driven solutions to challenges in infrastructure development and delivery of products and services to the 
citizens. However, this also raises concerns around privacy, security, individual rights, and privatization of 
citizen data. In order to balance innovation that leverages this data with individual wellbeing, the Government 
of Ontario granted Compute Ontario and ORION funding to study smart cities.  
 
To support this deep-dive into smart cities and data governance models, Compute Ontario and ORION 
convened diverse stakeholders and experts from policy and governance sectors, as well as industry, academia, 
and research.  We brought over 125 stakeholders together at a ñSmart Cities Governance Labò in Kitchener, 
Waterloo, in March 2019 to discuss and workshop the topic, and assembled a ñSmart Cities Advisory 
Committeeò with whom we regularly consulted. The committee brought diverse representation and expertise 
that informed our areas of exploration, and validated report recommendations. Through three use case studies, 
we further explored data governance in areas health, personal mobility, and open data architecture to facilitate 
more equitable access to the data market and enhance economic development within the province.  
 
This series of reports is a culmination of these efforts and focuses on resulting recommendations, existing 
examples of data governance models, and exploring various data principles, commons, collaboratives, and 
trusts.  
 
In this  report from MaR S Discovery District , we explore improvements to the collection, use, and management 
of personal mobility data, intended as a prototype for use by Ontario municipalities.   
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Key Terms and Definitions  
 
 
Data trust:   An entity established with a fiduciary responsibility and technical capacity to manage data usage 
rights and other digital assets on behalf of beneficiaries, who may include residents and stakeholders in a smart 
city.  
 
Smart city:  A city that uses innovation, data, and connected technology to solve problems for and with its 
residents for public benefit.  
 
Digital layer:   The network of interconnected sensors, technologies, databases, algorithms and code, maps, 
visualizations and models, application programming interfaces, digital services and applications that generate, 
store, share, analyze, and use data collected in cities. 
 
Personal Mobility: How individuals, embedded in a system, travel to and from destinations of choice.  
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EXECUTIVE SUMMARY  
 
As cities across Ontario introduce digital technologies to improve their citizensô quality of life and unlock the 
potential of the digital economy, the amount of data collected and shared among private and public 
organizations is rapidly increasing. New governance mechanisms are needed to ensure that the data collected 
about residents is for their benefit, while protecting and advancing their democratic rights and freedoms. One 
model of urban data governance that has recently received attention is the data trust. A data trust is a legal and 
technical architecture for data sharing that establishes a fiduciary responsibility between the trustees, who act 
as stewards of urban data, and the residents, who are the beneficiaries of data assets. While there is growing 
literature on the concept, few examples of operating data trusts exist in practice. Consequently, there are many 
open questions about the best way to structure the legal agreement, business model, civic participation 
approach, and technical architecture of a data trust. There are also particular questions about how a data trust 
could apply in Ontarioôs legal and cultural context for specific use cases. 
 
This report frames and begins to address questions about the practical design choices for a smart city data 
trust. We have selected personal mobility as a high value use case for exploring a data trust due to the 
significant public benefits, high regional need, strong market interest, unresolved privacy concerns, and 
current lack of systems-level data governance practices. Through a combination of interviews, secondary 
research, participatory workshops, and gamification, we developed preliminary recommendations on how to 
make a data trust work in practice. The data trust game developed for this project received extremely positive 
reviews from participants and is a novel contribution to increasing user literacy about the potential benefits 
and risks of smart city data sharing. 
 
The report is organized as follows. The introduction provides the motivat ion for this project and for exploring a 
personal mobility data trust. The body of the report starts from the perspective of the potential users of a data 
trust, spanning public, private, academic, and civil society stakeholders. Based on user interviews, we broadly 
identify each userôs role, existing data sets, unmet data needs, barriers, disincentives, and incentives for data 
sharing. In the next section, we identify the primary design elements for a smart city data trust and enumerate 
the possible options. Having identified options for the legal architecture, business model, civic participation 
approach, and technical architecture, we make preliminary recommendations for each component with the 
intent of designing a desirable, feasible, and viable solution.  
 
We recommend that a data trust be incorporated as a not-for -profit corporation to uphold impartiality and 
avoid the conflict of interest created by a profit motive, while maintaining independence from government. A 
not-for -profit legal structure can p rovide the benefits of a legal trust, including fiduciary responsibility, while 
also providing limits to personal liability and additional flexibility to adapt the purpose of the trust over time. 
We recommend utilizing a range of complementary forms of civ ic participation throughout the design, build, 
and maintenance of the trust. Promising approaches to citizen participation include a citizen assembly, citizen 
jury, and dynamic consent platform. We recommend a decentralized technical architecture, connected through 
a data trust platform, to enable responsible data sharing. Following the recommendations, we briefly 
summarize the potential impact of a data trust, and remaining risks and uncertainties that require additional 
research and prototyping.  
 
There are still many outstanding questions that need to be answered before a data trust can begin operating in 
Ontario. We call on governments and public-minded corporate sponsors to invest in further prototyping and 
testing of these concepts so that Ontario can benefit from the opportunities of the digital economy, while 
protecting and advancing the rights and freedoms of citizens. 
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THE CHALLENGE  
 
In November 2018, Compute Ontario and ORION submitted a proposal to the Ontario Ministry of Economic 
Development, Job Creation and Trade for the purpose of preparing a report focused on data governance to 
advance smart cities, outlining a plan to explore t he concept of a data trust model in collaboration with three 
organizations through three demonstrable use cases. As part of this initiative, MaRS set out to test and 
illustrate data governance recommendations by working with a number of external partners t o prototype a data 
trust as a novel model for data sharing in personal mobility applications and services. 
 
MaRS is North Americaôs largest urban innovation hub, supporting over 1 200 ventures across Ontario and 
Canada, and curating 1.5 million square feet of research labs and tech office space in downtown Toronto. As a 
not-for -profit and registered charity, MaRS has a mission to help innovators create a better world. Our point of 
view on data governance is guided by our role as an innovation ecosystem convener. The entrepreneurs and 
innovators we support represent a significant proportion of both the supply of and the demand for data 
collected in cities. We are committed to promoting practical models for responsible and privacy -protective data 
sharing that benefits the public.  
 
In this report  we define different stakeholders and plausible governance models for the purpose of using multi-
sector mobility data in a smart city to better understand, manage, model, and regulate traffic flow and 
associated infrastructure.  
 

Our Approach  
Our research arc spanned a four-month period and consisted of four primary research initiatives: an 
exploratory workshop, ethnographic interviews, interactive game design and testing, and a prototyping 
workshop. These efforts were supported by extensive secondary research. Further details are located in 
Appendix A. 
 
 

 

 

 

 

 

 

 
 

Primary Research  
Exploratory Workshop  
On March 28, 2019, Compute Ontario and ORION hosted over 125 stakeholders in their Smart Cities 
Governance Lab. Here, MaRS facilitated a participatory workshop exploring models and best practices in data 
governance, obtaining thirty -six data sets from two group-based activities. In the first activity, participants 
were immersed in data governance use cases to identify elements to adopt, elements to critique, and current 
gaps. In the second, participants self-identified with a stakeholde r group to explore their roles and 
responsibilities in a future smart city, with discussion centered around a particular data type.  
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Interviews  
Between April-June 2019, we completed twelve in-depth interviews with cross -sector stakeholders in the 
mobility  ecosystem. Participants provided insights on: how and what kind of data trust could solve consumer 
and market problems in the mobility space, their data sharing needs and assets, and the four components of 
the data trust prototype.  

 

Interactive Game Desi gn and Testing  
During June 2019, we designed an interactive board-based game as a research tool based on the question: ñIf 
we build a data trust, will stakeholders join it?ò The logic behind the gamification of engagement and research 
was to create a tool to help break down communication barriers and encourage unhindered expression of 
insights. We conducted seven internal tests of the data trust game, ensuring both its functionality and usability.  

 

Prototyping Workshop  
On June 26, 2019, MaRS convened fifteen cross-sector stakeholders to play the data trust game. Participants 
were asked to embody a game character from a different sector than their own in order to facilitate empathy 
building. During and post -gameplay insights were generated on the relationships, value exchanges, and 
incentive structures required for a data trust to succeed.  

 

Secondary Research  
In support of our primary research efforts and to further inform our data trust recommendations, we 
conducted secondary research, internalizing over forty articles and reports, ranging in scope from theoretical 
models to use case analyses. Particular attention was given to civic participation during this phase of work as it 
is the most neglected aspect of data governance and yet is also the most criticized component of current smart 
city initiatives.  
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WHY A DATA  TRUST ? 
 
 
 

Why a data trust?  
As cities, including Toronto, increasingly adopt a smart city approach, there is an immediate need to ensure 
that the primary goal of any implemented technology is to improve outcomes for citizens. This objective 
requires adequate governance of the digital layer to promote security, privacy, social equity, and economic 
competitiveness in a smart city. 
  
However, traditional governance models cannot be directly applied to smart cities. The mix of public and 
private sector actors leads to potentially conflicting data access and ownership rights; a lack of standardized 
technical architecture; and varying levels of control, communication, and transparency to citizens. A lack of 
standards and large data assets held by only a few actors could skew the benefits from economic development, 
while leaving other needs like security, privacy, and social equity unmet. 
  
Consequently, in order to protect the interests of citizens living in the digital age, while allowing other 
stakeholders to attain benefits, an alternative governance model, such as a data trust, is needed for smart cities.

 

   
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                           1 

                                                             
1 ά²Ƙŀǘ ƛǎ ŀ /ƛǾƛŎ 5ƛƎƛǘŀƭ ¢Ǌǳǎǘέ ƛƴ A Primer on Civic Digital Trusts (Toronto: MaRS Discovery District, accessed July 19, 2019), 
https://app.gitbook.com/@marsdd/s/datatrust/trusts/what-is-a-civic-digital-trust. 

 

 
What is a data trust?  
An entity established with a fiduciary 
responsibility and technical capacity to manage 
data usage rights and other digital assets on behalf 
of beneficiaries, who may include residents and 
stakeholders in a smart city. 
 
The purpose  is the reason the data trust is 
created, encoded in a mission and governing 
principles. The purpose should make it clear what 
value the trust is intended to deliver to its 
beneficiaries.  
 
The beneficiaries  are the segments of society 
that receive benefits from the data trust: residents, 
visitors, businesses, workers, and institutions in a 
defined urban zone where data is collected. This 
ñurban zoneò could be a neighbourhood, a district, 
or an entire city.  
 
The trustees  are a group of people with a 
fiduciary responsibility to protect the interests of 
the beneficiaries. A data trust would need to 
decide if trustees are elected or appointed. It 
would need to put in place governance structures 
that include public accountabi lity and 
participation.  
 
The assets  are the items (ñthingsò) of value that 
the trustees are responsible for managing: the 
physical infrastructure (sensors and data 
warehouses), code 

base (database, standards, processing structures 
and interface) and data that make up the digital 
layer. The data trust may also manage financial 
assets to ensure the sustainable operation of the 
trust.  
 

The trustors  are individuals, companies, 
agencies, and governments that donate digital and 
financial assets to the trust. While the data trust 
would own the digital assets, they may grant a 
licence to use the assets back to the trustors under 
the conditions of use established by the trust.1  
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PERSONAL  M OBILITY  
 
 

 

Why are we starting here?
A data trust has the potential to provide a framework that goes beyond the minimum compliance standards of 
individual mobility providers to form systems -wide regulations, which overcome the friction of disjointed one -
to-one agreements. It could help scale trusted networks of integrated mobility solutions, optimized for citizens 
and our cities as a whole. 
  
Mobility networks require the use of commercially and personally sensitive information including the location 
of users and employees, commercial load information, vehicle information, and financial  information. 
Compliance with industry regulations, data protection, and privacy laws are absolutely necessary but still 
insufficient. Beyond compliance, there is a need for governance on how data is being used by actors in the 
mobility ecosystem; there needs to be a mechanism to ensure that data is used for its intended purpose, with 
particular attention to optimizing services in the best interest of the citizens in a city.  
 
In our assessment, one of the highest value use 
cases within the realm of mobility is mid - to 
long-range transportation planning across all of 
the municipalities in the Greater Toronto Area 
(GTA). For such a unified approach to 
transportation planning to be possible, 
acquisition and integration of data from each 
city is required. However, currently the data 
collection efforts between each city and 
municipality differ, and as a result, there is 
incompleteness, fragmentation, and a lack of 
standardization within the datasets owned by 
municipal transpo rtation authorities.   
 2 
Our interviews identified the following typical 
challenges that are currently experienced by 
municipalities in the GTA:  

o Fare pricing for public transportation;  
o Route planning, preferably segmented by 

demographic information;  
o Understanding pedestrian and cycling 

patterns;  
o Understanding the effect of ride-sharing 

on curbside maintenance; 
o Budget constraints despite opportunities 

for automation, little to no ability to 
focus on implementation strategy; and 

o Building new infrastructure t o satisfy 
growing demand at a time when budgets 
are limited.  

  

                                                             
2 {ŀōǊƛƴŀ DƛŀŎƻƳƛƴƛΣ ά.ŜȅƻƴŘ /ŀǊǎΥ ǘƘŜ bŜȄǘ {ǘŜǇ ƛƴ tŜǊǎƻƴŀƭ aƻōƛƭƛǘȅΣέ Autotrader, April 18, 2016, https://www.autotrader.ca/newsfeatures/20160418/beyond-cars-

the-next-step-in-personal-mobility/. 

 

What is Personal 
Mobility?  
A working definition from RideScoutôs co-founder 
and CEO explains personal mobility as ñthe entire 
ecosystem of options that connect you with the 
faces, places and appointments of your daily lifeò.2 
It is how individuals, embedded in a system, travel 
to and from destinations of choice. This human-
centred focus on the entire ecosystem is an 
important distinction from traditional definitions 
of mobility.  Over the last decade, personal mobility 
has seen a transformation affecting ownership 
models of automobiles, modes of transportation 
systems, and both human and organizational 
behaviour. Individuals have more choices now than 
ever to get from point A to B.  
 
This new freedom of how to travel around cities 
includes: 

o Personally-owned automobiles,  
o shared mobility (Uber, Lyft),  
o car sharing (communauto, turo), and  
o public transit (TTC, GO) and micro -transit 

options like e-scooters and bicycles. 
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Therefore, a data trust that helps standardize and aggregate data collected by multiple stakeholders may 
provide great value to cities and municipalities. Presently, data collected by municipal ities varies in quality; 
however, if each municipality worked with the same high -quality data, better transportation planning across 
the GTA would likely be achieved. The private sector (e.g. Uber, Google) and transit authorities (e.g. TTC, 
Metrolinx) coul d help fill these existing gaps by providing data that municipalities need to make better 
decisions regarding their transportation planning, such as detailed transit user data and route mapping. For 
instance, transit authorities, such as the TTC, could use the data to model traffic patterns given certain 
conditions and modify their operations accordingly. Our research indicated that municipal transportation 
departments are willing to pay for the data provided by the trust, as long as it meets their needs.3 In relation, a 
data trust could also make public-private partnerships more feasible, as ridesharing services, such as Uber and 
Lyft, could better connect with public transit to deliver a more seamless transit experience for citizens.  
   
In addition, a dat a trust could assist in automating some of the functions that transportation departments are 
currently doing manually. If enough relevant data exists within the trust, it could either complement or 
potentially substitute for qualitative data from the Trans portation Tomorrow Survey, a study that many cities 
in the GTA participate in. Moreover, as cities and municipalities also vary in their ability to process raw data, a 
customized format may alleviate some variation in ability to analyze the data. Overall, the key value from a data 
trust would lie in what types of data are being collected, as some data types, such as pavement quality, are fairly 
ubiquitous and are of limited value to cities.  

 
 

 

 
 
 
 

                                                             
3 Public Sector Interviewee, April 30, 2019. 
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WHAT WE LEARNED  
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The Users        
 
Through our discussions with various mobility and ecosystem stakeholders within Ontario, 
we formulated a classification of the types of actors, their potential data contributions, and 
their motivations and concerns with data sharing. Further insights were extracted from 
gameplay, which allowed stakeholders in the data trust ecosystem to interact and negotiate 
with each other. This activity surfaced biases and preconceived notions stakeholders had about other actors, 
while promoting discussion on options for how they can collaborate in the future. The stake holder groups we 
observed and interviewed included public transit operators, governments and public entities, large private 
corporations, local startups, academics, and citizens. Thus, the following are personas derived from our 
primary insights, supplemen ted with secondary research. While informed, this list should not be considered 
exhaustive, prescriptive, or representative of all actors. 

 

Public Transit Operators  
Public transit operators represent transit agencies such as TTC and Metrolinx. Depending on the 
mode of transit (e.g. bus, rail, ferry), transit districts may overlap, such as the TTCôs subway 
system and GO Transitôs intercity rail lines. These organizations compete with private companies, 
such as ride sharing services and taxis, for ridership. 
 
Public transit operators are generating and collecting data on their riders, such as commute times 
and ride frequency.4 Often their vehicles are equipped with GPS and will log locations along their 
routes, as well as the number of riders that get on or off.5 The use of the Presto Card system has 
enabled even greater detail on public transit ridership as it tracks and stores individual usage data 
for at least five years.6 
 
Public transit operators demand increasing amounts of data in order to provide more efficient and 
equitable service but are constrained by limited budgets.7 With more detailed traffic data, 
especially along route corridors, they would be better able to plan routes and vehicle frequency. 
Auxiliary data, such as the number of people using cars compared to the number of transit users 
in a specified area during a particular time, would allow them to better measure their 
performance compared to alternative mobility options. Data regarding ridership on rideshare 
services would be ideal, as it would allow transit operators to plan for better first mile/last mile 
options for commuters. Access to these data sets could also allow them to provide better coverage 
in ñdead zonesò around the city and design flexible transit schedules to meet the needs of citizens.  
 
One of the reasons public transit agencies are not accessing this data is due to limited avenues and 
opportunities to see data sets from other departments and organizations.8 It is not always clear 
what data is available, whether or not they may be given access to it, and who they need to contact 
in order to do so. Despite the benefit of connections to other public agencies within the 
municipality, there may not be transparent information on external opportunities. Even if there 
are clear opportunities, external data, such as cell phone location data, may have substantial cost 
barriers to allow access.9 
 
There are a variety of factors that disincentivize data sharing for public transit agencies. The 
biggest barriers are related to industry competition. Public transit agencies seek to provide a 
public service and mobility for all citizens, while private comp anies are generally focused on profit 
seeking. If rideshare companies are provided an advantage through access to public data, they 

                                                             
4 Public Transit Operator Interviewee, May 3, 2019. 
5 Public Transit Operator Interviewee, May 2, 2019. 
6 .ǊŜƴŘŀ aŎtƘŀƛƭΣ άtǊŜǎǘƻ /ƘŀƴƎŜ-ƻ tǊƛǾŀŎȅ 5ƛǎŀǇǇŜŀǊǎΗέ Canadian Civil Liberties Association, January 2, 2019, https://ccla.org/presto-change-o-privacy-disappears/. 
7 Public Transit Operator Interviewee, May 3, 2019. 
8 Public Transit Operator and Public Transportation Department Interviewees, May 6, 2019. 
9 Public Transit Operator Interviewee, May 3, 2019. 
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could take market share away from public transit. Costs and capabilities relating to cleaning and 
altering data are also a concern, as well as quality controls to ensure the legitimacy of the data 
being shared.10  
 
Transit agencies see value in data sharing, and would be willing to consider it under certain 
conditions: a neutral third party to manage and ens ure fair value exchanges, transparency in what 
data is available and who it is being provided to, and data that is already standardized and does 
not require significant work in order to be useful. 11 If these criteria are met, public transit agencies 
may be more likely to participate.  

 

Government and Public Entities  
Within the mobility ecosystem, government and related public entities (i.e. ministries, 
departments, agencies) can be categorized into two broad categories: those directly within the 
mobility sector and those adjacent to it. The former focuses on planning and managing mobility 
and mobility -related infrastructure; it includes entities focused on urban, transportation, culture, 
and economic development planning. The latter focuses on issues that use or include mobility 
such as municipal asset management teams and emergency services. Although these entities 
indirectly participate in the mobility sector, they provide data that can create a more holistic view 
into other datasets and mobility solutions. Therefore, the inclusion of this stakeholder group is 
necessary to allow for better city services and efficient use of resources in capital projects. Both 
categories of actors provide strong opportunities for creating new sharing mechanisms that 
unlock social benefit. 
 
Data is necessary for the work government entities conduct; their planning processes and 
strategies rely on the use of data to validate decisions. Of particular relevance, in city departments 
data is typically created through manual and automated technologies, both above and below 
ground.12 The above ground technologies are seen as directly competing with the robust network 
of private devices, such as smartphones. The physical infrastructure around the city that captures 
data for city departments include traffic lights, signals, and inductive -loop traffic detectors. 13 
These technologies are used as count mechanisms to assess traffic flows throughout cities.  Other 
manual forms of data capture include human counters, who capture the number of vehicles and 
occupants within, and the direction of travel. 14 These forms help validate other sources of data. 
However, they have a low degree of certainty with a high cost. Cities must balance the costs 
associated with investing in data capture technology and direct data purchases, with the quantity 
and quality of the derived data. 
 
The city departments gain data from other strategic partners such as the TTC and census data.15 
The TTC data provides more clarity on number of passengers and route times for transit 
services.16 These data sources are limited to newer trains and buses as they are equipped with 
sensors, unlike the older models. Census data, which includes the Transportation of Tomorrow 
Survey from the Ontario Ministry of Transportation, is a data source utilized by several mobility 
related departments. This survey identifies a breadth of demographic data, such as age, job, 
income, as well as trip information to gather the purpose, modes of transportation and locations 
travelled to. 
 
Nonetheless, government stakeholders are making large capital investments into improving our 
traffic problems, and are seeking more types of data to deeply learn about the behaviours and 

                                                             
10 Public Transit Operator Interviewee, May 2, 2019. 
11 Public Transit Operator Interviewee, May 2, 2019. 
12 Public Department Interviewee, May 3, 2019. 
13 Public Department Interviewee, May 2-3, 2019. 
14 Public Department Interviewee, May 2, 2019. 
15 Public Department Interviewee, May 3, 2019. 
16 Public Department Interviewee, April 30, 2019. 
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motivations of their constituents. Supplementing their current data s ets with holistic travel data 
from the start to the end of the citizen journey throughout the city would help paint a richer 
picture of their travel experience. In particular, given that many citizens cross municipal 
boundaries during their commutes, data sharing across municipalities would provide full 
migration patterns of citizens. 17 Cross-municipal mobility service providers like Metrolinx could 
supply this data for municipalities to better understand the flow of commuters through the city. 
Our research indicates the Presto programme possesses this data and that it is difficult for other 
stakeholders to obtain. Supplementing this information with data from private organizations that 
track user locations, particularly through alternative mobility services such as ridesharing, will 
enable greater insights into the complete journey.18 This information may also unlock insights 
into zones with minimal  data capture technologies, increasing attention to demographics that may 
be underserviced. In addition, our inte rviewees indicated an interest in data from private cars, 
which would provide valuable information on the routes travelled by these citizens, road 
conditions, and traffic flows.  
 
Government and government entities would utilize these new data sets in their planning models 
to provide greater confidence and predictability. At present, the stakeholders we interviewed 
would, for the most part, prefer raw data sets so that they can clean and manipulate them into 
their existing software and models. In addition, f inished reports and synthesized data raise 
concerns around the algorithms and methods used to collect and analyze the data provided. More 
specifically, the types of questions that city departments, in particular, are looking to inform with 
data and data derived insights include: 

o How should we build rapid transit options?  
o What fares should we charge? 
o What are the effects of ride share and micro-mobility in the city?  
o How should we accommodate the growth and development of our city?  
o Are existing areas adequately served? 

 
Government entities face many challenges in trying to obtain the data required to make fully 
informed decisions. For instance, private sector companies often have an abundance of data and 
may hoard it to maintain th eir competitive advantage. Consequently, government interviewees 
perceived that, in comparison, they have little added value in market and thus have a reduced 
ability to incentivize larger companies into partnerships. In addition, retaining data in -house 
allows government actors to reduce the actual, perceived, and reputational risks of data sharing.19 
For instance, high profile data breaches at companies such as Marriott and British Airways, and 
data misuse by Facebook-Cambridge Analytica has created a strong disincentive to share data 
with other stakeholders. The consequences for these actions are dire as new regulations, such as 
the GDPR in the European Union (EU), can place fines of up to 4% of worldwide annual turnover  
or twenty million euros .20 Another challenge to obtaining data is the unknown value of new data 
sets and uncertainty around the types of data that exist that would benefit teams. Government 
entity interviewees expressed that inexperience working with new companies is an additional 
barrier to maximizing and integrating the different types of data available.  
 
The disincentives that follow the challenges of obtaining new types of data revolve around costs. 
Generally, government entities are risk averse, due to financial constraints and accountability 
pressures, and thus need assurance that external data acquisition will create benefits.21 While 
there is monetary value in obtaining new data, there are also costs associated with accessing, 
cleaning, and adapting it. The costs in obtaining new data can be compounded the more data 
manipulation is required. Further concerns around reputational risks are apparent. For instance, 

                                                             
17 Public Department Interviewee, May 2, 2019. 
18 Public Department Interviewee, April 30, 2019. 
19 Public Transit Operator Interviewee, May 3, 2019. 
20 Commission Communication to the European Parliament and the Council on Stronger Protection, New Opportunities - Direct Application of the General Data 
Protection Regulation as of 25 May 2018. https://ec.europa.eu/commission/sites/beta-political/files/data-protection-communication-com.2018.43.3_en.pdf.  
21 Public Department Interviewee, April 30 and May 2, 2019. 
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the investigation into StatCanôs collection of personal financial data by the Office of the Privacy 
Commissioner of Canada demonstrates that as citizens become more aware of data collection and 
use by public actors, their actions will face increased scrutiny.22 
 
Nonetheless, from our public sector interviews, we uncovered several ways to incentivize 
government and public entities to share data. First, creating a standardized ontology of data sets 
will reduce the burden and costs of data cleaning and manipulation for these entities. Second, 
providing  trials and insights into the data available, potentially through a catalogue, will educate 
civil servants about new data types, uses, and methods to incorporate into their models. Trials 
would allow their teams to play with data and see how they can integrate into their work, creating 
excitement through problem -solving and the generation of valuable insights. Third, creating a safe 
and trusted exchange of data that reduces the risks of sharing, will help alleviate concerns. Finally, 
the core value of joining the data trust will be the opportunity to determine unified rules and 
systems for data collection. By allowing for the co-creation of standards and rules of engagement, 
the challenges for public sector entities to participate will be diminished.  

 

Private Organizations  
Private sector organizations include local, national, and multinational corporations in the mobility 
and professional services sectors. In the case of the former, organizations, such as mobility 
technology developers, require data to build their products and services. In the case of the latter, 
organizations, such as consulting agencies, require data to help other organizations and cities 
plan. 
 
Private organizations in the mobility sector have access to consumersô data through usage of their 
products and services. This data may include user demographics, location data, and movement 
patterns. Technology developers can collect traffic data at the city-level such as travel time, 
pedestrian and bicycle counts, road volume data, and traffic analysis at intersections. Companies 
in the professional services sector work with data at the organization-level to develop algorithms 
and processes that help improve different aspects of their clientsô offerings. Both types of 
organizations may seek access to data that will better enable them to serve their users. 
Specifically, access to complementary data could give them insights into user preferences and 
needs to help improve products and services or to expand into new markets. 
 
Private organizations are often commissioned by cities and municipalities in order to leverage 
their scale, technology, and experience to solve pain points that the public sector may not be 
resourced adequately to address. Organizations we interviewed expressed an interest in 
combining and opening up data sources to an extent, while allowing for monetization through the 
development of new products and services. This could take the form of public-private 
partnerships in which the city maintains ownersh ip of the data and ensures usage in the best 
interest of citizens, while private organizations are allowed to leverage insights from that data on 
an aggregate basis to improve other products and services. An example would be to create a 
central repository (data trust or otherwise) that would collect data from all cars and provide a 
place where organizations could run analyses to drive public benefit through novel insights 
adapted into new products and services.  
 
Our conversations with private organizations uncovered two challenges that affect their ability to 
pursue robust data sharing practices with external entities: ethics and competitive advantage. In 
the case of the former, there is growing attention to the need for adequate security standards to 
collect personally identifiable information (PII). Recent efforts by regulators have created greater 
responsibilities and onus on the private sector to clearly convey the use of their usersô personal 
data and take measures to protect and report any breaches of their data. These new regulatory 
norms have influenced private corporations to carefully consider their data sharing and security 

                                                             
22 tŜǘŜǊ ½ƛƳƻƴƧƛŎΣ άtǊƛǾŀŎȅ ŎƻƳƳƛǎǎƛƻƴŜǊ ƭŀǳƴŎƘŜǎ ǇǊƻōŜ ƛƴǘƻ {ǘŀǘǎ/ŀƴ ƻǾŜǊ ŎƻƭƭŜŎǘƛƻƴ ƻŦ ŦƛƴŀƴŎƛŀƭ ŘŀǘŀΣέ CBC News, October 31, 2018, 
https://www.cbc.ca/news/politics/personal-financial-information-statistics-canada-1.4885945. 
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protocols in order to limit the potential risk of legal and reputational discipline. In the case o f the 
latter, private organizations retain market share through access to and use of proprietary data 
sources. Thus, by sharing these very same data sources, they may risk losing their competitive 
advantage. 
 
For private organizations to be incentivized to join a data trust, it would have to contain valuable 
data that they could not otherwise access or purchase. In addition, there may need to be 
customizable options for what data needs to be provided to the trust, along with stipulation s 
about what the data may be used for, in order to mitigate their risk of losing competitive 
advantage and proprietary information.  

 

Startups  
Startups are companies working to address or solve particular challengesðbe it social, 
environmental, clinical, etc. ðwhere the solution is not readily apparent and obtaining success is 
not assured due to myriad of contingencies and elements of risk.23 Their role in the mobility space 
is particularly dynamic, as they seek to address consumer concerns by leveraging research-
intensive insights and bridging market gaps. Startups, such as Transnomis and Intentful Motion, 
are altering the mobility space thro ugh updated navigation services and comprehensive map-
based road information services. 
 
Startups in the mobility space possess variegated forms of consumer data, typically obtained by 
gleaning consumer consumption patterns, and information fr om existing technologies and new 
products.  For instance, data possessed by Transnomis includes municipal 511 data (e.g. 
emergency road closures, current and future construction events, significant weather events, and 
specifics with respect to location and impact) and public safety exchange data (e.g. emergency 
access points, incident and event management, and persistent hazards). Data possessed by 
Intentful Motion includes consumer motion data and ground truth data sets (labelled data used to 
test algorith ms against to ensure products are working effectively 
 
The startups involved in mobility want access to data that will streamline their process and 
enhance the lives of their consumers.24 This may include additional GPS probe data to detect and 
correct map deficiencies, and to better architectural designs in cities through better planning of 
cyclist lanes. What is more, they often want this data to be in the public domain with standards to 
make the process work effectively.25 Overall these startups perceive themselves as data sources, 
suggesting that others will benefit from their datasets. 26 The intent of accessing these datasets is 
to use them as building blocks to enhance their current business models, and create a feedback 
loop with political influence.27 Subsequently, others can use their enhanced business models to 
build better cities and adjust regulations accordingly. 28  
 
From our conversations with startup s we have siphoned key themes for disincentives to data 
sharing. One such theme is the potential for misuse by other actors who may use data in a manner 
that is unethical, or contrary to the agreed terms of use.29 Ultimately, misuse would erode the 
publicôs trust in an organization. Our conversations also revealed accountability as a common 
theme. Specifically, if a trusted third party, responsible for regulating a data trust, does not hold 

                                                             
23 bŀǘŀƭƛŜ wƻōŜƘƳŜŘΣ ά²Ƙŀǘ ƛǎ ŀ {ǘŀǊǘǳǇΣέ ƭŀǎǘ ƳƻŘƛŦƛŜŘ 5ŜŎŜƳōŜǊ мсΣ нлмоΣ ƘǘǘǇǎΥκκǿǿǿΦŦƻǊōŜǎΦŎƻƳκǎites/natalierobehmed/2013/12/16/what-is-a-
ǎǘŀǊǘǳǇκІсŦлтŎōупплппΤ WŜŦŦŜǊȅ {Φ aŎaǳƭƭŜƴ ŀƴŘ 5Ŝŀƴ {ƘŜǇƘŜǊŘΣ ά9ƴǘǊŜǇǊŜƴŜǳǊƛŀƭ !Ŏǘƛƻƴ ŀƴŘ ǘƘŜ wƻƭŜ ƻŦ ¦ƴŎŜǊǘŀƛƴǘȅ ƛƴ ǘƘŜ ¢ƘŜƻǊȅ ƻŦ 9ƴǘǊŜǇǊŜƴŜǳǊΣέ The Academy 
of Management Review, no. 1 (2006), 133, https://doi.orgκмлΦрпсрκŀƳǊΦнллсΦмфотфснуΤ aŀǊŎƻ Ǿŀƴ DŜƭŘŜǊŜƴΣ aƛŎƘŀŜƭ CǊŜǎŜΣ ŀƴŘ wƻȅ ¢ƘǳǊƛƪΣ ά{ǘǊŀǘŜƎƛŜǎΣ 
¦ƴŎŜǊǘŀƛƴǘȅ ŀƴŘ tŜǊŦƻǊƳŀƴŎŜ ƻŦ {Ƴŀƭƭ .ǳǎƛƴŜǎǎ {ǘŀǊǘǳǇǎΣέ Small Business Economics, no. 3 (2000), 169, https://doi.org/10.1023/A:1008113613597.  
24 Startup Company Interviewee, May 16, 2019; Startup Company Interviewee, June 12, 2019. 
25 Startup Company Interviewee, May 16, 2019; Startup Company Interviewee, June 12, 2019. 
26 Startup Company Interviewee, May 16, 2019; Startup Company Interviewee, June 12, 2019. 
27 Startup Company Interviewee, May 16, 2019; Startup Company Interviewee, June 12, 2019. 
28 Startup Company Interviewee, May 16, 2019; Startup Company Interviewee, June 12, 2019. 
29 Startup Company Interviewee, May 16, 2019; Startup Company Interviewee, June 12, 2019. 
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actors accountable for misuse and unwarranted actions, the enforceability of the data trust itself 
will be disrupted (due to a lack of consistency and impartiality). 30 Moreover, a lack of 
accountability will prevent other stakeholders from joining the trust, thus diminishing its value. 
Lastly, inability to control which parties are allowed access to their data may reduce the 
competitive advantage a startup may have. 
 
In order to convince startups to join a data trust, an incentive structure is necessary. Methods to 
incentivize this sector begin with articulating the immediate value exchanges that a data trust 
provides. These value exchanges require a standardized process that is flexible enough to use 
multiple data formats. It is also imperative to inform stakeholders that it is a more cost -efficient 
model for a startup that wants to sell their products or servic es, and that requires external data to 
better their business model.31  

 

Academia  
Academics, and academic institutions, explore and connect emerging technologies to address 
social needs and enhance the public good. They can conduct research and provide expert-based 
insights for use in the smart mobility system. Academia plays an intriguing role in the ecosystem 
as a relatively trusted actor. Consequently, multiple stakeholders are willing to collaborate and 
share information with thi s sector.32 Notably, mirroring the increased societal focus on knowledge 
and entrepreneurship, there is a growing prevalence of academic-industry partnerships focused 
on building new ideas and economies.33 Thus, given their ability to engage in cross-sectoral 
relationships, academia is uniquely situated to serve as an anchor sector, leveraging its neutral 
position to convene and facilitate cooperation between stakeholders.34  
 
Academic institutions have a vast reserve of primary data that often includes PII.35 Specific data 
content varies drastically by field of study, which ranges from engineering to social science 
disciplines. Moreover, given their breadth  of discipline  and depth of expertise, academic 
institutions have the capability to analyze and manipulate diverse data sets, extracting novel 
insights. 
 
The data sought after by academia is particular to the needs of departments, and more specifically 
varies depending on the scope of research projects. However, generally, the academic sector uses 
data for two main purposes: research and institutional development. 36 In the former, researchers 
use data to gain new insights to further a relatively prosocial agenda. In the latter, the institution 
itself uses data to enrich educational experiences, attract more students (e.g. reduce commute 
times), and leverage in collaborations.37 
 
One of the obstacles to academic data acquisition is ensuring adequate resources to maintain 
subscriptions to databases, and diversifying and increasing the breadth of data sources. In 
addition, as academic instituti ons shift to breaking down departmental silos, there is an 
increasing need for more uniform data practices and sharing.  
        

                                                             
30 Startup Company Interviewee, May 16, 2019. 
31 Startup Company Interviewee, May 16, 2019; Startup Company Interviewee, June 12, 2019. 
32 Exploratory Workshop, March 28, 2019; Prototyping Workshop, June 26, 2019. 
33 aŜǊƭŜ WŀŎƻō Ŝǘ ŀƭΦΣ άCǊƻƳ ǎǇƻƴǎƻǊǎƘƛǇ ǘƻ ǇŀǊǘƴŜǊǎƘƛǇ ƛƴ ŀŎŀŘŜƳȅ-ƛƴŘǳǎǘǊȅ ǊŜƭŀǘƛƻƴǎΣέ R&D Management 30, no. 3 (2002): 255, https://doi.org/10.1111/1467-
9310.00176. 
34 9ǳƎŜƴƛŜ .ƛǊŎƘΣ 5ŀǾƛŘ /Φ tŜǊǊȅΣ ŀƴŘ IŜƴǊȅ [ƻǳƛǎ ¢ŀȅƭƻǊΣ WǊΦΣ ά¦ƴƛǾŜǊǎƛǘƛŜǎ ŀǎ !ƴŎƘƻǊ LƴǎǘƛǘǳǘƛƻƴǎΣέ Journal of Higher Education Outreach and Engagement 17, no. 3 
(2013): 8,10-11, http://openjournals.libs.uga.edu/index.php/jheoe/article/viewFile/1035/680. 
35 Exploratory Workshop, March 28, 2019. 
36 Karin Axelsson, and Mail GranŀǘƘΣ ά{ǘŀƪŜƘƻƭŘŜǊǎΩ ǎǘŀƪŜ ŀƴŘ ǊŜƭŀǘƛƻƴ ǘƻ ǎƳŀǊǘƴŜǎǎ ƛƴ ǎƳŀǊǘ Ŏƛǘȅ ŘŜǾŜƭƻǇƳŜƴǘΥ LƴǎƛƎƘǘǎ ŦǊƻƳ ŀ {ǿŜŘƛǎƘ Ŏƛǘȅ ǇƭŀƴƴƛƴƎ ǇǊƻƧŜŎǘΣέ 
Government Information Quarterly 35, no. 4 (2018): 700, https://doi.org/10.1016/j.giq.2018.09.001. 
37 wƻȊŀ ±ŀǎƛƭŜǾŀ Ŝǘ ŀƭΦΣ ά²Ƙŀǘ {ƳŀǊǘ /ŀƳǇǳǎŜǎ /ŀƴ ¢ŜŀŎƘ ¦ǎ ŀōƻǳǘ {ƳŀǊǘ /ƛǘƛŜǎΥ ¦ǎŜǊ 9ȄǇŜǊƛŜƴŎŜǎ ŀƴŘ hǇŜƴ 5ŀǘŀΣέ MDPI - Information 9, no. 10 (2018): 251 (5, 8-9), 
https://doi.org/10.3390/info9100251. 
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The disincentives the academic sector has in data sharing center around security and privacy 
concerns, potential misuses of data, and reputational risk. 38 As these institutions store ample PII, 
there is a concern that security breaches could violate the privacy of research participants.39 In 
relation, this personal data could be used to do harm, such as the profiling and discriminat ion of 
individuals or groups. 40 Together, these factors pose a significant reputational risk that could 
undermine the academic sectorôs status in the community, distinguished reputation, and their 
position as a trusted actor.  
 
Therefore, to incentivize academic actors to join a trust there would need to be an assurance of 
proper data standards and a commitment to data accuracy.41 In order to understand and correct 
biases inherent in artificial intelligence and algorithms, they will requi re a degree of transparency 
from other stakeholders. Additionally, given the current economic environment, a trust will have 
to be a cost-effective method of obtaining diverse and high-quality data.  

 

Civil Society  
Citizens are key players in the mobility system; as ñprosumersò they are both core producers of 
data and consumers of services derived from data insights.42 They are active in the mobility space 
at the level of the individual, the level of community, and the level of civil society organizations. 
 
Reflecting the duality of their role, citizens seek data about the insights they are generating and 
the resulting services they are using so that they can make informed decisions about micro-level 
personal mobility and underlying macro -level mobility planning. 43 The former reflects citizenôs 
desires for personalized travel experiences, designed around individual mobility, to improve their 
quality of life. The latter exemplifies the want for civic society to voice their ideal future of 
mobility; citizens desire to be included in the prioritization of opportunities and identification of 
barriers to ensure efficient and ethical planning. 44 Central to both streams are data and derived 
services that alleviate the pain points of urban mobility: congestion and air pollution, lost time 
and resources, inconvenience and discomfort, inequality and limited accessibility, and related 
stresses.45  
 
Despite their central role, often citizens view themselves and are perceived by other stakeholders 
as outsiders to the smart mobility system.46 As they are not typically fluent in the technological, 
legal, privacy, and viability discourses surrounding smart city initiatives, they are habitually 
relegated to a passive position. Consequently, citizens face challenges obtaining data and shaping 
related data and mobility policies. 47 
 
Related to these challenges, three interconnected disincentives for civic data sharing were brought 
to our attention: transparency,  privacy, and security.48 Citizens fear that the compromization of 

                                                             
38 ±ŀǎƛƭŜǾŀ Ŝǘ ŀƭΦΣ ά²Ƙŀǘ {ƳŀǊǘ /ŀƳǇǳǎŜǎΣέ нрмό10). 
39 Exploratory Workshop, March 28, 2019. 
40 Exploratory Workshop, March 28, 2019. 
41 ±ŀǎƛƭŜǾŀ Ŝǘ ŀƭΦΣ ά²Ƙŀǘ {ƳŀǊǘ /ŀƳǇǳǎŜǎΣέ нрм ό10). 
42 Benoit DǊŀƴƛŜǊΣ ŀƴŘ IƛǊƻƪƻ YǳŘƻΣ άIƻǿ ŀǊŜ ŎƛǘƛȊŜƴǎ ƛƴǾƻƭǾŜŘ ƛƴ ǎƳŀǊǘ ŎƛǘƛŜǎΚ !ƴŀƭȅǎƛƴƎ ŎƛǘƛȊŜƴ ǇŀǊǘƛŎƛǇŀǘƛƻƴ ƛƴ WŀǇŀƴŜǎŜ Ψ{ƳŀǊǘ /ƻƳƳǳƴƛǘƛŜǎΩΣέ Information Polity 21 
(2016): 73, doi:10.3233/IP-150367. 
43 Lŀƴ 5ƻŎƘŜǊǘȅΣ DǊŜƎ aŀǊǎŘŜƴΣ ŀƴŘ Wƛƭƭƛŀƴ !ƴŀōƭŜΣ ά¢ƘŜ ƎƻǾŜǊƴŀƴŎŜ ƻŦ ǎƳŀǊǘ ƳƻōƛƭƛǘȅΣέ Transportation Research Part A: Policy and Practice 115 (2018): 116, 
https://doi.org/10.1016/j.tra.2017.09.012; Exploratory Workshop, March 28, 2019.  
44 tŜǘŜǊ ±ƛŜŎƘƴƛŎƪƛ Ŝǘ ŀƭΦΣ ά{ƳŀǊǘ ƳƻōƛƭƛǘȅΥ wŜŘǳŎƛƴƎ ŎƻƴƎŜǎǘƛƻƴ ŀƴŘ ŦƻǎǘŜǊƛƴƎ ŦŀǎǘŜǊΣ ƎǊŜŜƴŜǊΣ ŀƴŘ ŎƘŜŀǇŜǊ ǘǊŀƴǎǇƻǊǘŀǘƛƻƴ ƻǇǘƛƻƴǎΣέ 5ŜƭƻƛǘǘŜ LƴǎƛƎƘǘǎΣ ƭŀǎǘ ƳƻŘƛŦƛŜŘ 
May 18, 2015, https://www2.deloitte.com/insights/us/en/industry/public-sector/smart-mobility-trends.html. 
45 Exploratory Workshop, March 28, 2019; Juniper Research, Smart Cities - ²ƘŀǘΩǎ ƛƴ ƛǘ ŦƻǊ /ƛǘƛȊŜƴǎΚ (Santa Clara: Intel, 2018), 3-5, 12, 
https://newsroom.intel.com/wp-content/uploads/sites/11/2018/03/smart-cities-whats-in-it-for-citizens.pdf. 
46 DǊŀƴƛŜǊ ŀƴŘ YǳŘƻΣ άIƻǿ ŀǊŜ ŎƛǘƛȊŜƴǎ ƛƴǾƻƭǾŜŘΣέ со-64, 66-67; Viechnicki et aƭΦΣ ά{ƳŀǊǘ ƳƻōƛƭƛǘȅΥ wŜŘǳŎƛƴƎ ŎƻƴƎŜǎǘƛƻƴΦέ 
47 wƻō YƛǘŎƘƛƴΣ tŀƻƭƻ /ŀǊŘǳƭƭƻΣ ŀƴŘ /ŜǎŀǊŜ 5ƛ CŜƭƛŎƛŀƴǘƻƴƛƻΣ ά/ƛǘƛȊŜƴǎƘƛǇΣ WǳǎǘƛŎŜ ŀƴŘ ǘƘŜ wƛƎƘǘ ǘƻ ǘƘŜ {ƳŀǊǘ /ƛǘȅ όtǊƻƎǊŀƳƳŀōƭŜ /ƛǘȅ ²ƻǊƪƛƴƎ tŀǇŜǊ пмύΣέ SocArXiv 
Papers (2018): 11, doi:10.31235/osf.io/b8aq5. 
48 Exploratory Workshop, March 28, 2019; wƻō YƛǘŎƘƛƴΣ άDŜǘǘƛƴƎ ǎƳŀǊǘŜǊ ŀōƻǳǘ ǎƳŀǊǘ ŎƛǘƛŜǎΥ LƳǇǊƻǾƛƴƎ Řŀǘŀ ǇǊƛǾŀŎȅ ŀƴŘ Řŀǘŀ ǎŜŎǳǊƛǘȅΣέ ό5ǳōƭƛƴΥ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴ ¦ƴƛǘΣ 
Department of the Taoiseach, 2016), http://mural.maynoothuniversity.ie/7242/1/Smart; Trevor Braǳƴ Ŝǘ ŀƭΦΣ ά{ŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ŎƘŀƭƭŜƴƎŜǎ ƛƴ ǎƳŀǊǘ ŎƛǘƛŜǎΣέ 
Sustainable Cities and Society 39 (2018): 499-507, https://doi.org/10.1016/j.scs.2018.02.039. 
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these three factors could lead to diminished free will. Specifically, smart mobility initiatives could 
result in manipulation due to surveillance opportunities on two fronts: surveillance ca pitalism by 
the private sector and the creation of a surveillance state by the public sector.49  
 
Furthermore, citizens are wary that data sharing could increase biased practices and 
discrimination via two channels. The first avenue for unethical practice c ould occur if personal 
data is attributable to individuals, groups, or communities through weak privacy practices or 
insecure storage.50 The second avenue is via inherent biases in algorithms or AI.51 Moreover, 
citizens are concerned that their outsider status will be maintained, limiting visibility into 
mobility plans, data, and safety concerns. Underlying these issues is a unifying factor: a lack of 
citizen control, both personally and systemically. 52 
 
Given these strong concerns about data sharing, in order to incentivize civic support for a data 
trust there will need to be processes that provide for citizen control over the rules of engagement 
that pertain to all stakeholders in the ecosystem. Citizens will want mechanisms that ensure their 
personal data is private and secure, with oversight frameworks and enforcement provisions to 
hold other stakeholders accountable.53 In relation, information about data, data use and practices, 
and derived initiatives must be transparent so that citizens can understand and influence the 
value that they are both producing and receiving.54  
 
By creating an information environment that fosters smart citizens, individuals will be able to 
provide informed consent when producing da ta for other stakeholders. However, consent is 
currently presented as an ultimatum with no real alternative; citizens have to accept or reject all 
data sharing terms and do not feel as though rejection is a realistic option.55 Thus, to further 
incentivize citizen participation in a data trust, there will need to be a fundamental change in 
consent practices to meaningful, convenient, and dynamic consent that allows citizens to choose 
both whether to contribute their data and the level of that contribution. 56 Essentially, the 
empowerment of citizens as active participants in designing, building, and engaging with smart 
mobility initiatives would incentivize them to support a data trust.

 

  

                                                             
49 wƻȅ /ƻƭŜƳŀƴΣ άLƳŀƎŜǎ ŦǊƻƳ ŀ bŜƻƭƛōŜǊŀƭ /ƛǘȅΥ ¢ƘŜ {ǘŀǘŜΣ {ǳǊǾŜƛƭƭŀƴŎŜ ŀƴŘ {ƻŎƛŀƭ /ƻƴǘǊƻƭΣέ Critical Criminology 12 (2003): 21-28, 
https://doi.org/10.1023/B:CRIT.0000024443.08828.d8Τ [ƛŜǎōŜǘ Ǿŀƴ ½ƻƻƴŜƴΣ άtǊƛǾŀŎȅ ŎƻƴŎŜǊƴǎ ƛƴ ǎƳŀǊǘ ŎƛǘƛŜǎΣέ Government Information Quarterly 33, no. 3 (2016): 
474-476, https://doi.org/10.1016/j.giq.2016.06.004. 
50 Sawyer CleveǊ Ŝǘ ŀƭΦΣ ά9ǘƘƛŎŀƭ !ƴŀƭȅǎŜǎ ƻŦ {ƳŀǊǘ /ƛǘȅ !ǇǇƭƛŎŀǘƛƻƴǎΣέ MDPI - Urban Science 2, no. 4 (2018): 96 (5), https://doi.org/10.3390/urbansci2040096. 
51 Exploratory Workshop, March 28, 2019. 
52 Exploratory Workshop, March 28, 2019. 
53 .Ǌŀǳƴ Ŝǘ ŀƭΦΣ ά{ŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ŎƘŀƭƭŜƴƎŜǎΣέ пфф-500. 
54 tŜǊŜƛǊŀ Ŝǘ ŀƭΦΣ ά{ƳŀǊǘ ƎƻǾŜǊƴŀƴŎŜ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ǎƳŀǊǘ ŎƛǘƛŜǎΥ ! ƭƛǘŜǊŀǘǳǊŜ ǊŜǾƛŜǿΣέ Information Polity 23 (2018): 143, 146-148, 156-158, doi:10.3233/IP-170067. 
55 9ƳƛƭƛŜ {ŎƻǘǘΣ ά¢ƘŜ ǘǊƻǳōƭŜ ǿƛǘƘ ƛƴŦƻǊƳŜŘ ŎƻƴǎŜƴǘ ƛƴ ǎƳŀǊǘ ŎƛǘƛŜǎΣέ ¢ƘŜ LƴǘŜǊƴŀǘƛƻƴŀƭ !ǎǎƻŎƛŀǘƛƻƴ ƻŦ tǊƛǾŀŎȅ tǊƻŦŜǎǎƛƻƴŀƭǎΣ ƭŀst modified February 28, 2019, 
https://iapp.org/news/a/the-trouble-with-informed-consent-in-smart-cities/. 
56 Scott, The ǘǊƻǳōƭŜ ǿƛǘƘΦέ 
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Building Blocks  
Through our research we discerned four foundational building blocks of digital governance: 
legal agreement, business model, civic participation approach, and technical architecture. 
Together, these components form the pillars that need to act harmoniously in order to create a legitimate and 
sustainable governance model for a smart city initiative.  
 

Legal Context  
In the digital age, transparency and accountability are key requirements when dealing with public data. 
Without these characteristics, the potential for data misuse ðresulting in public harm ðbecomes tangible, 
subsequently producing a feedback loop of distrust, abuse of power, and abridged consent. Thus, there is a 
significant need for a legal agreement that oversees, regulates, and enforces compliance to protect public 
interests, while meeting the demands of institutions and corporations that use data and data derived insights. 
There are many ways to establish legally binding relationships that each have different benefits and 
shortcomings.  
 

Legal Agreements  
In identifying possible legal agreements to govern a data trust, we use the work of Timothy Banks, a lawyer for 
nNovation LLP, who was contracted to conduct our legal research. As such, all legal references to legal 
agreements in this report were gleaned from the work of Timothy Banks. From his research we have identified 
the following four legal agreements as options for a data trust: common law trusts, not -for -profit corporations, 
government special act corporations, and university-hosted innovation networks or centres. These legal 
agreements will be discussed in detail to outline the potential, legal tenets, and distinguishing features of each 
option.  
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Common Law Trusts 
In a common law trust, trustees hold and manage property for the benefit of beneficiaries or the charitable 
purposes of the trust. These trustees have well-established fiduciary obligations to the beneficiaries and must 
use discretion in exercising the powers that the trust declaration gives them. To ensure overall legality and that 
the actions of trustees are for the benefit of beneficiaries, a common law trust requires that trustees be directly 
accountable to the beneficiaries, while also indirectly accountable to the court and the Public Guardian and 
Trustee. In Ontario the trustees are further subject to oversight by the Office of the Privacy Commissioner of 
Canada in regards to any commercial activities engaged in by the trust. On the other hand, beneficiaries and 
stakeholders are subject to federal or provincial Privacy Commissioners, depending on their legal status and 
activities. Generally, the common law trust is overseen by the courts, in addition to governance by Ontarioôs 
Trustee Act, RSO 1990, c T23. Additionally, if a common law trustôs purpose is charitable, it will also be subject 
to oversight by the Canada Revenue Agency. 
 
Common law trusts have some distinguishing features from the other legal vehicles considered. In this option 
there is potentially unlimited liability for trustees (as there is no independent personality for the trust); 
however, trustees are subject to a right to be indemnified out of the trustôs assets as long as the liability is not a 
result of a breach of the trusteeôs fiduciary obligations. Another distinguishing feature is the limited life of the 
trust due to the rule against perpetuities , which mandates that non-charitable trusts cannot last forever. In 
effect, all interests in a trust must vest by at least 21 years after the life of an ascertainable individual alive at 
the time the trust is established. 
  
The flexibility of a common law trust is contingent on the terms of the trust declaration (a legal, written 
document that establishes the trust and contains the rules for governing the trust). Typically, once beneficiaries 
and the subject-matter of the trust are set, they are difficult to alter. In addition, even though establishing a 
declaration of trust is simple, complexity arises in structuring the trust in a way that  ensures sufficient 
protection of trustees from personal liability.    
 

Not-for -Profit Corporations  
A not-for -profit entity functions as an independent legal personality, and is governed by a Board of Directors 
who appoint officers for the corporation. 57 This option is generally used for organizing activities for charitable 
or other public purposes. Given that this legal option is best-suited for organizations that benefit a broad class 
of individuals, for a public purpose, a not -for -profit could be used to manage patents, data licenses, royalties, or 
components of the digital layer.  
 
Similar to common law trust trustees, not -for -profit directors have fiduciary obligations. Directors must act in 
the best interests of the corporation and in accordance with its purposes (as outlined in the letters patent).58 
Annual meetings with members of the corporation serve to ensure accountability to this standard. In addition, 
regulatory agencies for not-for -profit entities include the Privacy Commissioner of Canada, as well as federal or 
provincial registrars (depending on whether it is federally or provincially incorporated) that provide basic 
oversight. Courts also play a role as regulatory bodies to resolve disputes, but they typically refrain from 
judicial activism in i nternal corporation issues. Furthermore, if a not -for -profit has a charitable purpose, it will 
be subject to additional oversight by the Public Guardian and Trustee, and the Canada Revenue agency.  
 
There are a variety of features that differentiate a not-for -profit entity from the other legal options. not -for -
profits can more easily adapt to evolving needs than a common law trust, while potentially having public 
education, policy, and even advocacy roles. While minimum requirements of the corporationôs statutes must be 
met, not-for -profits are highly flexible in regard to the forms of activities that can be carried on, as long as the 
operations are on a not-for -profit basis. The flexibility of this option is further demonstrated through the 
anticipatory par ticipation framework that makes it forward -looking and readily adjustable to inclusive public 
engagement. This is a significant attribute as a prominent issue for instituted legal vehicles is a lack of 
foreseeability, which diminishes the relevance of law to new and developing phenomena. Being that it is 
flexible, it has legal grounds to transform in order to address unforeseeable occurrences.  

                                                             
57 See for example powers and duties of directors in Corporations Act (Ontario), R.S.O. 1990, c. C.38 (Ontario), Part III, http://canlii.ca/t/53mnw; and Not-for-Profit 
Corporations Act (Ontario)(ONCA), 2010, S.O. 2010, c. 15, Part IV (not yet in force), http://canlii.ca/t/531bw. 
58 ONCACorporations Act (Ontario), s.127.1(1); Not-for-Profit Corporations Act (Ontario), s. 43. 
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Another distinction is that not -for -profits have limited liability for directors, officers, and members, and is t o 
be managed in the best interests of the corporation (which is determined objectively through the purposes of 
the corporation). 59 In addition, not -for -profits have distinguishing elements that are beneficial for data 
governance. First, these entities are governed in a manner that provides greater scope for direct engagement 
oversight by the community, as compared to common law trusts. Second, this type of legal agreement can also 
provide benefits to the community, without being required to qualify as a char ity.  
 

Government Special Act Corporations 
A government special act corporation is created by either a special statute or a special regulation, and functions 
as an independent legal personality. It is governed by a Board of Directors appointed by the Lieutenant-
Governor in Council. This board subsequently appoints officers of the corporation. Government special act 
corporations are to be managed in the best interests of the corporation, which is determined objectively with 
reference to the purposes of the corporation. It is best -suited for fulfilling a governmental policy objective with 
significant oversight by the government, consistent with democratic accountability. Generally, government 
special act corporations are vehicles used to facilitate a governmental policy objective; these objectives are well 
defined and hold public benefit above all else. Also, for government special act corporations there is limited 
liability for directors, officers, and members.  
 
Moreover, this legal option also has distinguishing elements that are beneficial for data governance. 
Specifically, it has the advantage of direct accountability and oversight by a democratically elected government; 
it uses mechanisms, such as government directives and the approval of business and operations plans, to 
ensure that the entity fulfils public policy objectives. In terms of further enhancing accountability, if a special 
act corporation in Ontario was made an institution under the Freedom of Information and Protection of 
Privacy Act, it may be subject to the jurisdiction of the Information and Privacy Commissioner of Ontario. 
Specifically, stakeholders in the corporation may be subject to federal or provincial Privacy Commissioners 
depending on legal status and activities. In regard to flexibil ity, these special act corporations will only be 
subject to the provisions of the Corporations Act, RSO 1990, c C.38.  
 

University -Hosted Innovation Networks or Centres  
A university -hosted innovation network is characterized as a hub within a university f or partnership with 
industry and other stakeholders. It is not independent from the university itself; it leverages the ready -made 
infrastructure and existing corporate structure of the university. This is significant as there is access to a pool of 
subject-matter experts, including institutional research ethics boards. This option is advantageous because 
universities are equipped and experienced in engaging in collaborative activities with the private sector, and 
have the capacity to manage technology transfers. Generally, university -hosted innovation networks are best 
for research collaboration between academic researchers and industries.  
 
The distinguishing features of this legal option begin with its governance. University -hosted innovation 
networks are governed by administrative directors that are accountable to the governing council of the 
university, whose members may be elected by key constituencies, including the government. These councils 
typically involve representation from the government and the community, but tend to be dominated by faculty 
and employees. Such an entity is subject to the jurisdiction of the Information and Privacy  Commissioner of 
Ontario, while stakeholders may be subject to federal or provincial Privacy Commissioners depending on legal 
status and activities. The university-hosted innovation network is somewhat flexible, as it is set up as a 
department, function, o r other unit, and can be changed or amended subject to an agreement with external 
funding or other partners.  
 
 

  

                                                             
59 Corporations Act (Ontario), s.127.1(1); Not-for-Profit Corporations Act (Ontario), s. 43. 
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Business Model  
While the purpose of the legal agreement is to provide an adaptable structure to regulate the data trust and 
enforce compliance, a complementary business model is also required to ensure that governance is sustainable 
(i.e. basic costs of operation are covered). Given this context, the purpose of the business model is to outline 
how the data trust will create and deliver  value, both as an organization and for stakeholders. There are a 
variety of business model options that each have benefits and shortcomings. In choosing a model, it is 
imperative to critically assess ownership, cost, and functions. Ultimately, the ideal b usiness model will be one 
that can avoid conflicts of interest, promote public good, provide sustained funding for operations, and 
incentivize long-term stakeholder membership.  
 

Ownership Options  
To complement the structure of the legal agreement there are three broad options explored for its ownership: 
not-for -profit, government agency (also referred to as crown corporations), and for-profit social enterprise. 
Each of the options will be discussed in greater detail in this section. 
 

Not-for -Profit  
As outlined in the previous discussion of legal agreements, with respect to the work of Tim Banks, an entity 
that operates as a not-for -profit provides products or services for the public good. In the context of a business 
model, a not-for -profit organization  is typically focused on or concerned with generating enough revenue to 
provide support to its members. Revenue is not for the personal gain of directors, officers, or members; it is to 
be returned to the organization to further its aims.  
 
An example of a relevant not-for -profit is Code for Canada, an organization that connects government 
innovators with the technology and design communities. Their programs enable governments to deliver better 
digital public services and empower communities to solve civic challenges.60 Code for Canada runs Civic Hall 
Toronto, which enables government innovators, entrepreneurs, not-for -profits, and the broader community to 
share, learn, and collaborate.61 Code for Canada has a privately appointed nine-member Board of Directors. 
 

Government Agency 
A government agency business model could take the form of a new department within government or an armôs 
length agency of government. It would be responsible for the oversight and administration of business 
functions. In the current sta te, governments already have representative democratic election processes, are 
stewards of the public interest, and politicians arguably already have a fiduciary duty to their constituents. An 
example of a relevant armôs length government agency is the Toronto Public Library. It is the world's largest 
neighbourhood-based library with a mission to empower Torontonians to thrive in the digital age and global 
knowledge economy.62 The Toronto Public Library is governed by a Board appointed by Toronto City Council. 
The Board is composed of eight citizen members, four Toronto City Councillors, and the Mayor or his 
designate. 
 

For-profit Social Enterprise  
A data trust could also be a for-profit social enterprise. In this business model the data trust would operate as 
an organization that implements a broad range of profit -making activities, while also pursuing social or 
environmental commitments based on the companyôs mission.63 A for-profit corporation could be lean, agile, 
and generate sustainable sources of revenue, while ultimately serving a higher public purpose.  
 
An example of a relevant for-profit enterprise is T4G. T4G is a privately held values-based company and 
certified B Corporation with offices across Canada. It builds intelligent software and provides ad vanced 
analytics services.64 
 

                                                             
60 ά!ōƻǳǘ ¦ǎΦέ /ƻŘŜ ŦƻǊ /ŀƴŀŘŀΣ accessed July 21, 2019, https://codefor.ca/about-us/. 
61  Ibid. 
62  ά!ōƻǳǘ ǘƘŜ [ƛōǊŀǊȅΦέ ¢ƻǊƻƴǘƻ tǳōƭƛŎ [ƛōǊŀǊȅΣ ŀŎŎŜǎǎŜŘ Wǳƭȅ нмΣ нлмфΣ ƘǘǘǇǎΥκκǿǿǿΦǘƻǊƻƴǘƻǇǳōƭƛŎƭƛōǊŀǊȅΦŎŀκŀōƻǳǘ-the-library/. 
63 ά[ŜƎŀƭ ŎƻƴǎƛŘŜǊŀǘƛƻƴǎ ŦƻǊ ǇǊƻŦƛǘ ǎƻŎƛŀƭ ǾŜƴǘǳǊŜǎΣέ aŀw{ 5ƛǎŎƻǾery District, accessed July 24, 2019, https://learn.marsdd.com/mars-library/legal-considerations-for-
profit-social-ventures/. 
64 ά!ōƻǳǘΦέ ¢пDΣ ŀŎŎŜǎǎŜŘ ƻƴ Wǳƭȅ нпΣ нлмф https://www.t4g.com/company/corporate-info/  

https://www.t4g.com/company/corporate-info/
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Data Trust Costs  
The costs associated with a data trust would vary depending on the elements of its final structure: ownership of 
data, technical infrastructure needed to facilitate sharing data and governance, creation and implementation of 
standards and principles, and mechanisms of civic participation. In the simplest decentralized version of a data 
trust, the body that oversees the trust would bear the costs of communications, marketing, ecosystem 
management, and creation of data sharing principles and licenses. In a more centralized version, an entity 
would also require the technical infrastructure to store, share, and allow usage to data; coordination 
mechanisms to maintain data standards and interoperability between data; and an interactive platform to 
provide access and usability of the centralized data.  

 

Funding options  
Consequently, a data trust requires significant resources to cover the cost of ongoing operations. Below are 
common methods to extract value from underlying business assets that are commonly used in today's digital 
economy. 

 

Freemium 
Freemium is a funding method in which a product or service has both free access (usually limited functionality) 
and a premium version (unrestricted functionality) that allows users to test or utilize the functionality as 
needed.65 In this method, collective private and public actors would contribute data sets for access to other data 
set repositories, such as open data and de-identified data sets. This model of value capture is dominant in 
mobile applicatio ns; generally, it is free to download the basic version of an application, while any upgrades or 
further access requires payment. 
 

Subscription Model  
The subscription model is a funding option based on a recurring fee for continued service or access. We see this 
model prevalent with digital assets from hosts such as Netflix and Spotify. It is gaining traction in the digital 
realm because of a reduction in ownership preferences. This shift to a subscription model is seen in popular 
digital programs, from sof tware such as Microsoft Office and Adobe to media like HBO and Disney. This 
prevalent model provides recurring revenues through its subscriptions, and if scaled, could provide lucrative 
streams of revenue for a business and its investors.66 
 

Fee for Access 
In a fee for access funding option users can pay a fee for access to the products and services of a business. This 
model is starting to emerge for online web access to news articles, by charging fees to non-subscribers. This 
model allows non-traditional us ers to observe and interact with content for a relatively shorter period of time 
in order to trial and experience the value of the products and services.   
 

Pay-Per-Use 
A pay-per-use method is a metered service in which the user of the product or service has access and is charged 
for the interactions when it is used. It is typically seen in cloud -based Software-as-a-Service (SaaS) models. 
 

Social Value Exchange 
In a social value exchange method, the underlying logic is that value exchanges do not have to be monetary; 
rather, institutions might gain access in order to provide better public services. For instance, public sector 
agencies provide investments into education, health, and other programs to drive economic progress and 
reduce the burden on healthcare over the long-term. 
 

Third Party Pays 
In a third party pays option, government, philanthropic, or corporate sponsors may cover the costs of 
operation. One specific option could be through an endowment that provides the initial funding required to  
establish the trust and allocates ongoing resources for everyday operations. Due to the financial stability of an 

                                                             
65 ±ƛƴŜŜǘ YǳƳŀǊΣ άaŀƪƛƴƎ ΨCǊŜŜƳƛǳƳΩ ²ƻǊƪΣέ Harvard Business Review, July 24, 2019, https://hbr.org/2014/05/making-freemium-work. 
66 tŀǘǊƛŎƪ /ŀƳǇōŜƭƭΣ άDǳƛŘŜ ǘƻ {ǳōǎŎǊƛǇǘƛƻƴ .ǳǎƛƴŜǎǎ aƻŘŜƭǎ ŦƻǊ нлмфΣέ Price Intelligently, July 24, 2019. https://www.priceintelligently.com/blog/subscription-
business-model  
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endowment, a data trust would be situated to act in the best interest of beneficiaries and create positive social 
outcomes and value. Alternatively, building developers, in efforts to create and build neighbourhoods, could 
provide support to data governance initiatives to ensure safety, well-being, and positive impacts in the long-
term. The relative costs to support a data trust are likely to be marginal in comparison to the massive capital 
investments these organizations are using to develop the physical infrastructure of these large-scale initiatives. 
 

Civic Participation Approach  
The Challenge  
Smart city initiatives have faced criticism of t echnocratic, top-down practices that prioritize private sector 
interests.67 This backlash mirrors the growing erosion of civic trust in governments and increased 
dissatisfaction with political processes.68 With the public sector seeking to balance private sector interests, 
political motives, and citizen demands for accountability, the legitimacy of traditional representative 
democratic governance has been increasingly called into question.69 As a result of this disconnect to civil 
society, governments have emerged as actors distinct from the citizens they represent. Consequently, public 
sector decision-making lacks legitimacy without mechanisms to engage citizens more directly in the decision-
making process.70 
 
In light of this criticism, there has been a shift to re -frame smart city initiatives as ñcitizen-centricò.71 This 
change reflects the reality that citizens are the key constituents of any smart city initiative. They are 
ñprosumersò, meaning they both produce data and consume its derived services. More importantly, citizens 
have rights and freedoms that must be upheld whenever smart city data is collected and shared.72 Thus, 
citizensô functional and value-based needs and rights must be advanced in order to create social buy-in and 
public good. 
 
Despite the shift in dialogue, critics argue that efforts focused on civic participation often serve paternalistic 
rather than genuine participation functions; the new frame has been critiqued as a rebranding strategy that 
works to maintain citizen subordination rather than promote their rights. 73 While intent is open to debate, it is 
evident that there is a disconnect between the large focus on citizen-centricity in dialogue and the limited 
actual practice of meaningful civic participation. 74   
 

Foundational Knowledge  
MaRS surveyed the academic literature and deconstructed precursor use cases to investigate civic 
participation, with a focus on smart city initiatives. 75 What emerged from this exploration i s a contradiction, 
willful or otherwise, between the stated guiding principles of civic participation and the form of civic 
participation activities implemented. 76 There is ample evidence of an intrinsic relationship between the 
underlying principles and fo rm of civic participation; certain principles are better served via different forms, 

                                                             
67 tŀƻƭƻ /ŀǊŘǳƭƭƻΣ ŀƴŘ wƻō YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩ ƛƴ ǘƘŜ ǎƳŀǊǘ ŎƛǘȅΥ ǳǇ ŀƴŘ Řƻǿƴ ǘƘŜ ǎŎŀŦŦƻƭŘ ƻŦ ǎƳŀǊǘ ŎƛǘƛȊŜƴ ǇŀǊǘƛŎƛǇŀǘƛƻƴ ƛƴ 5ǳōƭƛƴΣ LǊŜƭŀƴŘΣέ GeoJournal 84, no. 1 
(2019): 1, https:// doi.org/10.1007/s10708-018-9845-8.  
68 Cities for People, and Dark Matter Labs, Legitimacities: Notes on innovating our cities from the sidewalk up (Issue #1) (Montreal: McConnell Foundation, 2019), 4, 
https://mcconnellfoundation.ca/wp-ŎƻƴǘŜƴǘκǳǇƭƻŀŘǎκнлмфκлсκ[ŜƎƛǘƛƳŀŎƛǘƛŜǎψ±CпΦǇŘŦΤ Wƻŀƴ CƻƴǘΣ aŀƎŘŀƭŜƴŀ ²ƻƧŎƛŜǎȊŀƪΣ ŀƴŘ /ƭŜƳŜƴǘŜ WΦ bŀǾŀǊǊƻΣ άtŀǊǘƛŎƛǇŀǘƛƻƴΣ 
Representation and Expertise: Citizen Preferences for Political Decision-aŀƪƛƴƎ tǊƻŎŜǎǎŜǎΣέ Political Studies 63, no. 1 (2015): 155-156, doi:10.1111/1467-9248.12191.  
69 Cities for People, and Dark Matter Labs, LegitimacitiesΣ млΤ YƛǘŎƘƛƴΣ /ŀǊŘǳƭƭƻΣ ŀƴŘ /ŜǎŀǊŜ 5ƛ CŜƭƛŎƛŀƴǘƻƴƛƻΣ ά/ƛǘƛȊŜƴǎƘƛǇΣ WǳǎǘƛŎŜ ŀƴŘ ǘƘŜ wƛƎƘǘΣέ оΣ сΤ aƛŎƘŀŜƭ tŀƭΣ ά¢ƘŜ 
ǇǊƻƳƛǎŜ ŀƴŘ ƭƛƳƛǘǎ ƻŦ ŎƛǘƛȊŜƴǎΩ ŀǎǎŜƳōƭƛŜǎΥ ŘŜƭƛōŜǊŀǘƛƻƴΣ ƛƴǎǘƛǘǳǘƛƻƴǎ ŀƴŘ ǘƘŜ ƭŀǿ ƻŦ ŘŜƳƻŎǊŀŎȅΣέ vǳŜŜƴΩǎ [ŀǿ WƻǳǊƴŀƭ 38, no. 1 (2012): 269, 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2176808. 
70 Cities for People, and Dark Matter Labs, Legitimacities, 4, 6, 10-ммΤ CƻƴǘΣ ²ƻƧŎƛŜǎȊŀƪΣ ŀƴŘ bŀǾŀǊǊƻΣ άtŀǊǘƛŎƛǇŀǘƛƻƴΣ wŜǇǊŜǎŜƴǘŀǘƛƻƴ ŀƴŘ 9ȄǇŜǊǘƛǎŜΣέ мрп-мрсΤ tŀƭΣ ά¢ƘŜ 
ǇǊƻƳƛǎŜ ŀƴŘ ƭƛƳƛǘǎΣέ нспΦ 
71 YƛǘŎƘƛƴΣ /ŀǊŘǳƭƭƻΣ ŀƴŘ /ŜǎŀǊŜ 5ƛ CŜƭƛŎƛŀƴǘƻƴƛƻΣ ά/ƛǘƛȊŜƴǎƘƛǇΣ WǳǎǘƛŎŜ ŀƴŘ ǘƘŜ wƛƎƘǘΣέ мнΦ 
72 Ibid., 13-17. 
73 Ibid., 11-12,  
74 Ibid., мнΤ DǊŀƴƛŜǊ ŀƴŘ YǳŘƻΣ άIƻǿ ŀǊŜ ŎƛǘƛȊŜƴǎ ƛƴǾƻƭǾŜŘΣέ стΦ 
75 Precursor use cases included: Alberta Climate Dialogue (ABCD) (Canada), B3 - 5ŜǎƛƎƴ ȅƻǳǊ aŀǊƪŜǘǇƭŀŎŜ όDŜǊƳŀƴȅύΣ .ǊƛǘƛǎƘ /ƻƭǳƳōƛŀ /ƛǘƛȊŜƴǎΩ !ǎǎŜƳōƭȅ ƻƴ 9ƭŜŎǘƻǊŀƭ 
wŜŦƻǊƳ ό/ŀƴŀŘŀύΣ hƴǘŀǊƛƻ /ƛǘƛȊŜƴǎΩ !ǎǎŜƳōƭȅ ƻƴ 9ƭŜŎǘƻǊŀƭ wŜŦƻǊƳ ό/ŀƴŀŘŀύΣ 5ŜŎƛŘƛƳ ό{ǇŀƛƴύΣ DǊŀƴŘǾƛŜǿ-Woodland Neighbourhood Assembly (Canada), Quayside 
Project ό/ŀƴŀŘŀύΣ bŜǿ ¸ƻǊƪ /ƛǘȅ 5ŜǇŀǊǘƳŜƴǘ ƻŦ 9ƴǾƛǊƻƴƳŜƴǘŀƭ tǊƻǘŜŎǘƛƻƴ όb¸/59tύ άDL tƭŀƴέ ό¦ƴƛǘŜŘ {ǘŀǘŜǎύΣ hǇŜƴDǊƛŘ ό¦ƴƛǘŜŘ {ǘŀǘŜǎύΣ Pol.is (Taiwan), SCOPE 
(Singapore), SmartSantander (Spain), and Smart Communities (Japan). 
76 ±ŀƴŜǎǎŀ ¢ƘƻƳŀǎ Ŝǘ ŀƭΦΣ ά²ƘŜǊŜΩǎ ²ŀƭƭȅΚ Lƴ {ŜŀǊŎƘ ƻŦ /ƛǘƛȊŜƴ tŜǊǎǇŜŎǘƛǾŜǎ ƻƴ ǘƘŜ {ƳŀǊǘ /ƛǘȅΣέ Sustainability 8, no. 3 (2016): 207 (4), 
https://doi.org/10.3390/su8030207. 
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and different forms better serve different principles. 77 In the case of smart city initiatives, either inappropriate 
civic participation approaches are being chosen to achieve citizen-centric principles, or more pessimistically, 
the participation approaches chosen are appropriate, but the stated guiding principles do not reflect actual 
intentions.  
 
As a result, many civic participation  approaches effectively result in non-participation; they result in 
manipulation, with citizens reduced to mere users. These citizens are required as co-producers of a project, but 
there is no intention to relinquish any decision -making power to them.78 Rather, civic participation serves as an 
instrumental means to an end. It is a disciplinary strategy that allows administering organization(s) of a project 
to steer citizens through a ñbehavioural change agendaò.79 To avoid this outcome, implementing actors in vested 
in truly realizing citizen -centric principles need to acknowledge and design around the fact that not all civic 
participation is created equal.  
 
Furthermore, actors need a formal understanding of what citizen -centric principles are. The most promin ent 
principle is legitimacy, defined by the amount of citizen power. Research demonstrates that civic participation 
can be mapped onto a spectrum in terms of the amount of decision-making power afforded to citizens. On one 
end of the continuum are initiati ves in which power flows from the top-down, while on the other are initiatives 
in which power is distributed from the bottom -up.80 Civic participation that falls into the latter category is 
considered more legitimate as it provides a deeper and more meaningful connection to citizens. 81 

 
Although such one-dimensional models persist in the literature, critics argue that the effectiveness of a 
participation design is not limited to citizen power in decision making. 82 Rather, depending on the underlying 
principles , aims of participation, and issue at hand, other sensitive dimensions should be considered in 
evaluating effectiveness.83    
 
In the context of smart cities, in addition to citizen power there needs to be deliberation among citizens in 
order to create informed and high-quality outputs from decision -making. Essentially, deliberation means 
moving into a realm of information processing and negotiation, as opposed to stagnant information 
exchange.84 While opening decision-making to diverse citizens may reduce groupthink, in which a cohesive 
group may converge on a biased outcome, it may increase opportunities for polythink, in which diverse actors 
with divergent opinions may exhibit incoherent decision -making or decision paralysis.85 Therefore, facilitated 
deliberation is necessary to promote consensus building, while maintaining consideration of multiple options 
and perspectives. 
 
Furthermore, due to the reality of the growing disconnect between citizens and governments, citizens are not 
always able to hold stakeholders accountable via their government representatives; accountability of elected 
officials is hindered by fixed electoral cycles and limited diversity of choice in partisan politics. 86 Similarly, 
reflecting the flawed nature of majoritarian democracy in i ncreasingly diverse societies, is the need for 
inclusive practices that include minority or marginalized voices. 87 While collectively these voices make up a 

                                                             
77 !ǊŎƘƻƴ CǳƴƎΣ ά±ŀǊƛŜǘƛŜǎ ƻŦ tŀǊǘƛŎƛǇŀǘƛƻƴ ƛƴ /ƻƳǇƭŜȄ DƻǾŜǊƴŀƴŎŜΣέ Public Administration Review 66 (2006): 70, 74, https://www.jstor.org/stable/4096571. 
78 DǊŀƴƛŜǊ ŀƴŘ YǳŘƻΣ άIƻǿ ŀǊŜ ŎƛǘƛȊŜƴǎ ƛƴǾƻƭǾŜŘΣέ срΦ 
79 Ibid., 73-74. 
80 {ƘŜǊǊȅ wΦ !ǊƴǎǘŜƛƴΣ ά! [ŀŘŘŜǊ ƻŦ /ƛǘƛȊŜƴ tŀǊǘƛŎƛǇŀǘƛƻƴΣέ Journal of the American Planning Association. 35, no. 4 (1969): 217, doi: 10.1080/01944366908977225; 
/ŀǊŘǳƭƭƻ ŀƴŘ YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩΣέ п-рΣ ммΤ wƻōŜǊǘ aΦ {ƛƭǾŜǊƳŀƴΣ ά/ŀǳƎƘǘ ƛƴ ǘƘŜ aƛŘŘƭŜΥ /ƻƳƳǳƴƛǘȅ 5ŜǾŜƭƻǇƳŜƴǘ /ƻǊǇƻǊŀǘƛƻƴǎ ό/5/ǎύ ŀƴŘ ǘƘŜ /ƻƴŦƭƛŎǘ ōŜǘǿŜŜƴ 
DǊŀǎǎǊƻƻǘǎ ŀƴŘ LƴǎǘǊǳƳŜƴǘŀƭ CƻǊƳǎ ƻŦ /ƛǘƛȊŜƴ tŀǊǘƛŎƛǇŀǘƛƻƴΣέ Community Development 36, no. 2 (2005): 36, https://doi.org/10.1080/15575330509490174. 
81 /ŀǊŘǳƭƭƻ ŀƴŘ YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩΣέ ммΤ {ƛƭǾŜǊƳŜƴΣ ά/ŀǳƎƘǘ ƛƴ ǘƘŜ aƛŘŘƭŜΣέ пт-48. 
82 Luigi .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎ ǇŀǊǘƛŎƛǇŀǘƛƻƴΣέ Policy and Society 38, no. 1 (2019): 44, doi:10.1080/14494035.2018.1511193; CǳƴƎΣ ά±ŀǊƛŜǘƛŜǎ ƻŦ 
tŀǊǘƛŎƛǇŀǘƛƻƴΣέ сс-67. 
83 .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎΣέ пр-46. 
84 ά²Ƙŀǘ ƛǎ 5ŜƭƛōŜǊŀǘƛǾŜ 9ƴƎŀƎŜƳŜƴǘ ό5ŜƭƛōŜǊŀǘƛǾŜ 5ŜƳƻŎǊŀŎȅΚύΣέ aƻǎŀƛŎ[ŀōΣ ŀŎŎŜǎǎŜŘ Wǳƭȅ нлΣ нлмфΣ ƘǘǘǇǎΥκκǿǿǿΦƳƻǎŀƛŎƭŀōΦŎƻƳΦŀǳκǿƘŀǘ-is-deliberative-
democracy. 
85 !ƭŜȄ aƛƴǘȊΣ ŀƴŘ /ŀǊƭȅ ²ŀȅƴŜΣ ά¢ƘŜ tƻƭȅǘƘƛƴƪ {ȅƴŘǊƻƳŜ ŀƴŘ 9ƭƛǘŜ DǊƻǳǇ 5ŜŎƛǎƛƻƴ-aŀƪƛƴƎΣέ Political Psychology 37, no. 1 (2016): 3-7, doi:10.1111/pops.12319. 
86 Stephen Macedo, "Against Majoritarianism: Democratic Values and Institutional Design," Boston University Law Review 90, no. 2 (April 2010): млосΤ tŀƭΣ ά¢ƘŜ 
ǇǊƻƳƛǎŜ ŀƴŘ ƭƛƳƛǘǎ ƻŦ ŎƛǘƛȊŜƴǎΩ ŀǎǎŜƳōƭƛŜǎΣέ нсфΦ 
87 Rima Wilkes, and Cary Wu, "Ethnicity, Democracy, Trust: A Majority-Minority Approach," Social Forces 97, no. 1 (2018): 465-466, 468-469, doi:10.1093/sf/soy027; 
aŀŎŜŘƻΣ ά!Ǝŀƛƴǎǘ aŀƧƻǊƛǘŀǊƛŀƴƛǎƳΣέ млоуΦ 
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large segment of society, their influence is systematically suppressed when they are counted distinctly in 
majoritarian politics. 88 
 
In relation, accessibility is essential to ensure diverse citizen groups are able to fully participate in decision-
making processes. To facilitate buy-in to the process, mechanisms should be geographically easy to access, and 
implemented in a way that both resonates with citizens and is easily understandable. For instance, current 
proposals presented to citizens are often inundated with professional jargon. Laymen experience frustration 
due to difficulties in understanding th e content. This renders participation less meaningful, reducing incentives 
for citizens to engage.89 In relation, participation requires time and resources, while its benefits are hard to 
quantify at the level of the individual. Citizens who have already been marginalized by society often have the 
most scarce excess cognitive capacity to devote to longer-term planning considerations. It is therefore essential 
to understand that participation is costly for citizens so it should be made as convenient as possible.90  
 

Guiding Design Principles  
In order to address the critiques facing smart city initiatives, citizen -centricity must be achieved. Based on the 
previous analysis, we have developed seven guiding principles for the citizen-centric or meaningful design of a 
civic participation approach. Any design should be: 
 

Legitimate . We need to redistribute power in decision-making.  
 
Deliberative . We need to cultivate spaces in which high quality insights can be derived from informed 
and considered exchanges among people with diverse perspectives. 
 
Inclusive . We need to ensure representation of all, especially marginalized and vulnerable groups. 
 
Accountable . We need meaningful consequences for individuals and organizations relative to the 
harms and benefits of their actions on others.  

 
Accessible . We need to meet people where they are: in safe spaces, at convenient times, in language 
they understand, with the resources needed to comprehend technical issues. 
 
Convenient . We need to reduce the costs of participation, while maximizing benefits.  
 
Sustainable.  We need to ensure that participation can consistently and reliably occur. 
 

Key Design Elements  
Different combinations of design elements serve to translate the desired principles of a project into the civic 
participation approach. Key design elements to consider in this context include: timescales, functions, 
activities, modalities, and ñlook and feelò.  

 

Timescales 
Citizen and civic participation needs will change over time as we move into different phases of a data trust. 
Therefore, there is a need to design an approach for each of the different goals of the following three phases:  

 
Design.  In this phase of work, the processes, structures, mechanisms, and rules of  
engagement for the trust will be designed.  
 
Build.  In this phase of work, the trust will be built. As unforeseen challenges or changes take place 
during building or over time, ada ptation may occur.  
 

                                                             
88 ²ƛƭƪŜǎ ŀƴŘ ²ǳΣ ά9ǘƘƴƛŎƛǘȅΣ 5ŜƳƻŎǊŀŎȅΣ ¢ǊǳǎǘΣέ 465-466, 468-469; aŀŎŜŘƻΣ ά!Ǝŀƛƴǎǘ aŀƧƻǊƛǘŀǊƛŀƴƛǎƳΣέ млоуΦ  
89 5ƛŎƪ ¦Ǌōŀƴ ±ŜǎǘōǊƻΣ ά/ƛǘƛȊŜƴ tŀǊǘƛŎƛǇŀǘƛƻƴ ƻǊ wŜǇǊŜǎŜƴǘŀǘƛǾŜ 5ŜƳƻŎǊŀŎȅΚ ¢ƘŜ /ŀǎŜ ƻŦ {ǘƻŎƪƘƻƭƳΣ {ǿŜŘŜƴΣέ Journal of Architectural and Planning Research 29, no. 1 
(2012): 10, https://www.jstor.org/stable/43030956. 
90 Alenka PoplƛƴΣ ά5ƛƎƛǘŀƭ ǎŜǊƛƻǳǎ ƎŀƳŜ ŦƻǊ ǳǊōŀƴ ǇƭŀƴƴƛƴƎΥ .о - ŘŜǎƛƎƴ ȅƻǳǊ ƳŀǊƪŜǘǇƭŀŎŜΣέ Environment and Planning B 41, no. 3 (2014): 495, doi:10.1068/b39032. 
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Maintain.  In this phase of work, the data trust will be maintained through ongoing data exchanges, 
including citizen data sharing.  
 
 
 

 

 

 

 

 

 

 

Functions 
During each phase, a civic participation mechanism will need to achieve four different functions: see, learn, 
choose, and challenge. While the specifics of these functions will vary depending on the phase of the data trust, 
generally citizens need to:  
 

See. Decision-making needs to be transparent. 
 
Learn . Decision-making needs to be informed.  
 
Choose . Decision-making needs to be open. 
 
Challenge . Decision-making needs to be flexible.  

 

Activities  
Given the specifics of the functions required in each phase, different civic participation activities could be 
implemented. When taken alone, these activities may be more or less suited to realizing the principles of 
citizen-centric design. However, it should be noted that civic participation activities are not necessarily 
mutually exclusive; no single activity can serve all required functions and so different forms of participation 
can be used in conjunction as complementary measures or across different timescales.91 The following is a list 
of the most relevant activities to data governance: 
 

Education  
In education activities the citizen is a recipient of information. 92 They become informed, but without the 
power to use information to directly make decisions.  Thus, education functions as a type of tokenism 
when implemented in isolation; it becomes a symbolic effort that gives the appearance of citizen 
input. 93 Common education implementation methods include online or physical informational 
materials, expert lectures or presentations, and physical project demonstration spaces. 
 

Consultation  
In consultation activities, one of the most prominent forms of civic participation, the citizen is a 
participant. 94 However, it most often occurs after an organization has developed a proposal and is thus 
reluctant to modify it due to their commitment in executing a fixed plan of action. 95 Given that citizens 
are often not involved in the initial planning process, rever se planning processes are limited, and that it 
is up to the discretion of the administering organizations to interpret and select participant feedback to 
incorporate into plans, civic participation is made less meaningful. 96 While there is a possibility tha t 

                                                             
91 CǳƴƎΣ ά±ŀǊƛŜǘƛŜǎ ƻŦ tŀǊǘƛŎƛǇŀǘƛƻƴΣέ тпΦ 
92 /ŀǊŘǳƭƭƻ ŀƴŘ YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩΣέ рΦ 
93 Ibid., 4, 8. 
94 /ŀǊŘǳƭƭƻ ŀƴŘ YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩΣέ рΦ 
95 ±ŜǎǘōǊƻΣ ά/ƛǘƛȊŜƴ tŀǊǘƛŎƛǇŀǘƛƻƴ ƻǊ wŜǇǊŜǎŜƴǘŀǘƛǾŜ 5ŜƳƻŎǊŀŎȅΣέ млΦ  
96 Ibid., 11, 14. 
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citizens can influence future agenda directions, they effectively do not have control over the decision-
making process and so consultation also often functions as a type of tokenism when implemented 
alone.97 Common consultation implementation methods incl ude charrettes, workshops, focus groups, 
and town-hall meetings. 
 

Consumer Choice  
In consumer choice activities the citizen is a consumer.98 Here, the market makes decisions, 
determining available options for citizens to then choose from.99 This participation may have limited 
ñmeaningfulnessò as choice is often constrained. Choice may be limited to uniform options from 
monopolistic actors and so citizens have a limited ability to influence the parameters of production. 100 
In this world, p articipation is subversive; citizens are subjugated users with the market unidirectionally 
determining what is in their best interest. 101 However, if viable choices exist in a competitive 
environment, consumers can guide or manipulate the decision-making of other stakeholders using 
market dynamics.
 

Co-Design  
In co-design activities the citizen is delegated a portion of the power in decision-making.102 
Participation moves from engagement to empowerment, with citizens negotiating the design space with 
other stakeholders.103 This form of participation mirrors the use of citizens in the co -production of data 
and derived services, but shifts the timescale to the actual design of data processes and uses in smart 
city initiatives. As such, citizens are not just producers, but design what their production will look like 
and achieve.  
 

Citizen Control  
In citizen control activities, the citizen holds power, controlling or leading the decision -making 
process.104 They govern the direction, processes, and structures of a mechanism, with the authority to 
dictate the terms under which other stakeholders can engage with or enact change in an initiative.105 In 
terms of a smart city, on a macro level citizens would have full control over the formulation of data 
governance and on a micro-level they would have control over their own data, able to dictate its use and 
purposes.  

 

Modalities  
Combinations of modalities will nee d to be chosen to ensure that the expression of an activity fulfills its 
functions and embodies the overarching design principles. The modalities essential to the design of civic 
participation include:  
 

Formal vs. Informal  
Formal participation is institut ionalized in nature, taking place in the public sphere in a planned 
manner. Informal participation is part of routine human interaction, primarily taking place in the 
private sphere with the potential to influence the public sphere. 106 
 

Sponsored vs. Self -Sustaining  
Sponsored participation is funded externally, by a benefactor or administering actor. Self -sustaining 
participation is funded internally, via the citizens themselves.  

                                                             
97 /ŀǊŘǳƭƭƻ ŀƴŘ YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩΣέ пΣ уΦ 
98 Ibid., 7. 
99 Ibid., 7; ²ƘƛǘƴŜȅ DŜƴǘΣ άΨ9ȄǇŜƴǎƛǾŜΩ tŜƻǇƭŜΥ /ƻƴǎǳƳŜǊ /ƛǘƛȊŜƴǎƘƛǇ ŀƴŘ ǘƘŜ [ƛƳƛǘǎ ƻŦ /ƘƻƛŎŜ ƛƴ bŜƻƭƛōŜǊŀƭ tǳōƭƛŎǎΣέ Communication and the Public 3, no. 3 (2018): 
191-192 doi:10.1177/2057047318794683. 
100 /ŀǊŘǳƭƭƻ ŀƴŘ YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩΣέ тΦ 
101 DŜƴǘΣ άΨ9ȄǇŜƴǎƛǾŜΩ tŜƻǇƭŜΣέ мфнΦ 
102 /ŀǊŘǳƭƭƻ ŀƴŘ YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩΣέ рΤ DŜǊǊȅ {ǘƻƪŜǊΣ ŀƴŘ aŀǊƪ 9ǾŀƴǎΣ ŜŘǎΣ ά/ƻ-ŘŜǎƛƎƴ ǿƛǘƘ ŎƛǘƛȊŜƴǎ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊǎΣέ ƛƴ Evidence-based Policy Making in the 
Social Sciences: Methods That Matter (Bristol: Bristol University Press, 2016), 243-246, doi:10.2307/j.ctt1t89d4k. 
103 /ŀǊŘǳƭƭƻ ŀƴŘ YƛǘŎƘƛƴΣ ά.ŜƛƴƎ ŀ ΨŎƛǘƛȊŜƴΩΣέ фΦ 
104 Ibid., 5, 9. 
105 WƻǾŀƴƴŀ wƻǎŜƴΣ ŀƴŘ DŀǊȅ tŀƛƴǘŜǊΣ άCǊƻƳ /ƛǘƛȊŜƴ /ƻƴǘǊƻƭ ǘƻ /ƻ-tǊƻŘǳŎǘƛƻƴΣέ Wournal of the American Planning Association 85, no. 3 (2019): 335, 
doi:10.1080/01944363.2019.1618727. 
106 {Ŏƻǘǘ CƭŜǘŎƘŜǊΣ άLƴŦƻǊƳŀƭ tŀǊǘƛŎƛǇŀǘƛƻƴΣέ tŀǊǘƛŎƛǇŜŘƛŀΣ ƭŀǎǘ ƳƻŘƛŦƛŜŘ Wǳƭȅ оΣ нлмфΣ ƘǘǘǇǎΥκκǇŀǊǘƛŎƛǇŜŘƛŀΦƴŜǘκƳŜǘƘƻŘκрлуоΦ 
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Short -term vs. Long -term (spectrum)  
Short-term participation occurs over a bri ef period of time. It is less costly in terms of time and 
resources but may compromise depth. Long-term participation occurs over a substantial period of time. 
It promotes deep investigation but may be costly in terms of time and resources. 

 

Discrete vs. C ontinuous  
Discrete participation occurs at a single point in time. Continuous participation could occur at any point 
in time.  
 

Active vs. Passive (spectrum)  
Active participation is process based; citizens are engaged, participating by doing. It facilitates deeper 
understanding but has a higher energy costs. Passive participation is thought based; citizens are 
spectating, participating by absorbing.  
 

Static vs. Dynamic (spectrum)  
Static participation is fixed in form. Dynamic participation can change in form.  
 

Individual vs. Group  
Individual participation occurs when each citizen is an agent. Group participation occurs when citizens 
form a collective agent.  
 

Open -Door vs. Mini -Public  
In open-door participation the process is open to all citizens and participants are self-selected.107 While 
theoretically the openness of this mode means that no one is technically excluded, it may allow for 
social biases based on the ability of population segments to participate and the intensity of 
preferences.108 In a mini -public, participants are selected by the organizers, based on certain criteria, in 
order to represent a segment or segment(s) of the population.109 While bias can theoretically be 
minimized in mini -publics, given that there can be greater control over selecting a representative 
sample, the selection mechanisms implemented and the incentives that influence whether a chosen 
citizen participates can also create biases.110  
 

Small Sample vs. Large Sample (spectrum)  
The sample size refers to the number of participants, or observations, selected to make inferences about 
a larger population. Small sample sizes are more efficient and cost-effective, while large sample sizes 
produce greater confidence that insights represent reality.  
  

Offline vs. Online  
Offline participation, in which people can mee t face-to-face, facilitates relationship building and 
deliberation, while online mediums may result in confrontational information exchange. 111 However, it 
is often more costly to implement in terms of resources and time, and it limits the amount of people 
that can participate. 112 In contrast, online participation can be less expensive, more accessible, and work 
at a faster speed, thus including a larger, potentially more diverse, portion of the population. 113 While it 
may increase accessibility geographically and temporally, an online medium may decrease accessibility 
for certain segments of the population due to differences in digital fluency and di fficulty controlling for 
appropriate representation. 114 Nonetheless, it allows for greater anonymity, potentially reducing 

                                                             
107 .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎΣέ пуΦ 
108 .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎΣέ пуΦ 
109 .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎΣέ пуΦ 
110 .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎΣέ пфΦ 
111 .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎΣέ пуΦ 
112 .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎΣέ пт-48. 
113 .ƻōōƛƻΣ ά5ŜǎƛƎƴƛƴƎ ŜŦŦŜŎǘƛǾŜ ǇǳōƭƛŎΣέ пуΦ 
114 5ŀǊŜƴ /Φ .ǊŀōƘŀƳΣ ά/ǊƻǿŘǎƻǳǊŎƛƴƎ ǘƘŜ tǳōƭƛŎ tŀǊǘƛŎƛǇŀǘƛƻƴ tǊƻŎŜǎǎ ŦƻǊ tƭŀƴƴƛƴƎ tǊƻƧŜŎǘǎΣέ Planning Theory 8, no. 3 (2009): 255-257, 
doi:10.1177/1473095209104824.  

 



    

                   TOWARDS A SMART CITY DATA TRUST 33 

 

interpersonal power dynamics and identity politics, and may be more amenable to immersive 
experiences.115 In addition, some of the limite d research on online participation suggests that its reach 
may allow for innovative solutions through the aggregated wisdom of crowds.116 

Look and Feel 
The ñlook and feelò of civic participation refers to the actual design presentation of an approach. How an 
approach is presented will convey information and influence emotions, thus impacting citizen behaviour. More 
extensive user research into the look and feel of chosen approaches will be necessary to ensure that the design 
presentation evokes the desired perceptions and behaviour. However, one clear dimension that emerged from 
our secondary research on citizen participation in smart city initiatives is:  
 

Serious vs. Playful  
A serious design feels heavy, looks official, and conveys importance. A playful design feels light, looks 
fun, and conveys friendliness.   

 

Technical Architecture  
The technical architecture defines how the infrastructure of a data trust works, as well as the critical 
components to ensure trusted and secure collection, storage, sharing, and oversight of digital assets. It is an 
integral factor, required to enable the other pillars of a data trust (i.e. legal agreement, business model, civic 
participation mechanisms). Therefore, it is important to understand how each type of technical archite cture 
affects the other components of a trust.  
 
The most significant choice in terms of the technical architecture is to determine whether data assets will be 
held in a centralized or decentralized manner across the network. In our earlier phase of data trust research, we 
explored five distinct options across a spectrum of data centralization.117 These findings are summarized below. 
 

 
 

                                                             
115 .ǊŀōƘŀƳΣ ά/ǊƻǿŘǎƻǳǊŎƛƴƎ ǘƘŜ tǳōƭƛŎΣέ нпсΦ 
116 .ǊŀōƘŀƳΣ ά/ǊƻǿŘǎƻǳǊŎƛƴƎ ǘƘŜ tǳōƭƛŎΣέ нпуΦ 
117  ά¢ŜŎƘƴƛŎŀƭ !ǊŎƘƛǘŜŎǘǳǊŜ hǇǘƛƻƴǎέ ƛƴ ! tǊƛƳŜǊ ƻƴ /ƛǾƛŎ 5ƛƎƛǘŀƭ ¢Ǌǳǎǘǎ ό¢ƻǊƻƴǘƻΥ aŀw{ 5ƛǎŎƻǾŜǊȅ 5ƛǎǘǊƛŎǘΣ ŀŎŎŜǎǎŜŘ Wǳƭȅ мфΣ нлмф), 
https://app.gitbook.com/@marsdd/s/datatrust/trusts/what-is-a-civic-digital-trust. 

Core 
Features  

Technical Architecture  

Centralized  Semi -Centralized  Decentralized  Open Data  Marketplace  

Data 
Standard 
and 
Storage  

Local creation and control of 
a database, standards, and 
platforms.  

Centralized platforms 
and infrastructure built 
by a governing body, 
with public and private 
institutions creating and 
maintaining their own 
shareable repositories of 
data. 

Governing body creates 
standards and policies for all 
partnering entities to follow 
to ensure ease of access to 
information and the ability 
to utilize it. Each entity 
creates and manages their 
own repositories, and may 
provide their own individual 
platforms for data access. 

Common standards 
are created by an 
entity or group to 
create a repository of 
shared data.  
 
This method requires 
the exclusive use of 
non-personally 
identifiable 
information.  

Neutral legal, tax 
entity, and 
platform that 
brings together 
buyers and 
sellers of data. 

Data 
Access  

Central point of access, 
controlled by governing 
body. 

A central portal or 
platform grants access to 
multiple repositories of 
data. 

Access to each repository 
separately, but under a 
common usage or access 
policy and single approval. 

Access to central 
repository with 
common usage, 
standards, access 
policy and single 
approval. 

Central database 
of repositories. 

Data 
Analytics  

Unified standards that the 
data and platform must 
follow in order to allow for 
the most powerful search, 
analysis, and quality 
assurance of aggregated data 

Cross-repository search 
and analytics, metadata, 
and aggregate statistics 
can be developed by the 
central authority.  

Because the data are all held 
by various repositories, an 
index or catalogue is the only 
method to obtain data.  

Powerful search, 
analysis and high-
quality assurance of 
aggregated data. 

Cross-repository 
searching and 
analytics. 
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Depending on the degree of centralization and other components of the civic digital trust, the technical 
architecture may also need to include features to ensure that proper documentation, agreements, and 
transactions can take place. Specifically, the technical architecture needs to: 
 

o Manage the trusted identity of users and endpoints for data access;  
o Undertake accreditation/certification of data users for them to be allowed to use the services and 

achieve a level of technical, privacy and security conformance;  
o Authorize individual ac cess requests and transactions;  
o Create an Application Programming Interface (API) gateway or management layer when managing 

access to multiple APIs; 
o Possess a central registration of data licenses granted and correspondence to Intellectual Property (IP) 

rights granted to the trust to further license onward to other users; and  
o Retain access log of users and points of access, cross-referenced against licenses, and permitted uses. 

 
 

Future Market Considerations  
As we prototype a data trust, it is important to consider the potential futures of the surrounding ecosystem in 
order to ensure that the design principles selected allow for intended aspirations and functionalities. We have 
discerned two perceptible market concepts for a data trust: a monopoly and a constellation.  
 
In a monopolistic marketplace, a single data trust platform would govern and manage smart city data. The 
monopoly would be able to create many efficiencies under its domain due to its breadth and size. These 
efficiencies include establishing and managing standards, as there would be a single body responsible for 
governing the data trust. Additionally, the monopoly would allow for the cross  pollination of data sets from 
various sectors and markets, effectively accelerating adoption of the data trust and new innovations. All -
inclusive, the monopoly market would require substantial resources to build a data trust, as well as adequate 
resources to manage the accelerating stores of data and ongoing operations.   
 
A constellation market implies comp etition, and thus there is potential for many forms of data trusts to exist 
simultaneously across a myriad of sectors, issue areas, and geographies. This option is far more flexible than a 
monopoly in adapting to new regulatory changes, market challenges, and most importantly, citizen concerns. 
With this marketplace, coordination across data trusts will be necessary to establish interoperability between 
different data trusts, and between data trusts and their users. With each data trust operating in a specialized 
field, it may be possible to leverage expertise, thereby generating tailored value as data trusts and users become 
more collaborative across sectors. Although there are many benefits, coordination across data trusts, in terms 
of standards and best practices, might prove cumbersome and difficult. Furthermore, if there are varying 
standards from trust to trust it may put strain on the users. Although a constellation market inspires a 
competitive environment, the repercussions of failing would be a real ity that each trust would need to plan for.  
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Design Criteria  
Overall, in order for a data trust to be successful it needs to achieve three criteria: 

Desirability.  Do people want it? Does it solve a meaningful unmet need?  
Viability.  Does it make business sense to pursue this solution? Will it be 
economically sustainable?  
Feasibility.  Can we build it? Do we have the assets and capabilities needed  
to make it real?  

 
This approach is called the balanced breakthrough and it is 
our core methodology for evaluating any new solution.118 
In the balanced breakthrough, we begin by identifying th e 
most desirable solution. We then evaluate the most 
desirable solution with viability and feasibility lenses to 
land on the final solution design. We are currently in the 
desirability phase of prototyping.  
 
With the balanced breakthrough in mind, we have 
identified specific criteria for each component of a 
governance model for the digital layer: 
1. Legal agreement 
2. Business model 
3. Civic participation mechanisms  
4. Technical architecture 
 

 

Legal Agreement  
The preferred legal agreement will be selected based on 
two criteria: flexibility and independence. These core 
elements are necessary as they allow for a broad scope 
of potential actions that a data trust could perform in 
both the present and the unforeseeable future.  
 
In terms of flexibility, it must be adaptable with respect 
to the types of activities that it can engage in, especially 
if the entity is not a registered charity, so that it can 
more easily adapt mechanisms for transparency and 
accountabilit y. In this light, the legal model must 
embody the anticipatory participation framework in 
that it is not only flexible, but forward -looking, and 
primed for public engagement. This framework 
supports the legitimacy of civic participation 
mechanisms and gives it an enforceable base structure. 
In terms of independence, it must be a distinct legal 
personality, separate from the government, the private 
sector, and potential shareholders, so that it can 
uphold its fiduciary obligation to act in the best 
interest of beneficiaries and avoid conflicts of interest. 
 

                                                             
118 For further information please see Idea to VŀƭǳŜΩǎ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ōŀƭŀƴŎŜŘ ōǊŜŀƪǘƘǊƻǳƎƘ ŎƻƴŎŜǇǘ ŀǘ 
https://www.ideatovalue.com/inno/nickskillicorn/2019/01/what-are-the-three-things-every-idea-needs-to-be-successful-the-balanced-breakthrough-model/. 
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Business Model  
The business model will be selected based on two 
criteria: the concentration of decision -making 
and the purpose(s) of organizational actions.  
 
In terms of the concentration of decision -making, 
the data trust must have distributed decision -
making processes to avoid centralized and 
authoritative judgements made for trust 
stakeholders. With respect to the purpose, the 
business model should have an exclusive focus on 
actions in the best interests of the beneficiaries, 
rather than multi -purpose objectives, in order to 
avoid conflicts of interest, profit driven 
approaches, and self-interested operations. 
 

Civic Participation 
Mechanisms  
Civic participation mechanisms will be selected 
based on the degree to which they reflect the 
seven-guiding citizen-centric design principles.  
 
Legitimacy, cultivated through the redistribution 
of power in decision-making, will be the most 
central evaluation criteria as it directly addresses 
the main critiques of smart city initiatives.  
 
In support of this aim, civic participation 
activities will also be evaluated on the basis of 
the degree to which they are deliberative, 
inclusive, accountable, accessible, convenient, 
and sustainable.  
 

Technical Architecture  
The technical architecture will be selected based on 
two criteria: control and flexibility.  
 
In terms of control, there needs to be a degree of 
security and privacy in order to protect against th e 
misuse of data and to ensure maximum benefits for 
all stakeholders. In terms of flexibility, the technical 
architecture needs to be adaptable to advancements 
in technology. It should include a layer that is 
accessible to citizens and non-members of the data 
trust to provide visibility into the objectives and 
usage of data. 
 
  


