ORION Enhanced DDoS Threat Protection

Tailored and timely protection

ORION Enhanced DDoS Threat Protection
provides a heightened layer of security,
tailored to your traffic patterns, that
quickly detects and mitigates potential
threats before they disrupt your network.

We're working hard to protect Ontario’s research,
education and innovation community through
effective cybersecurity threat prevention.

We understand that every institution on our
network is unique. Our cybersecurity experts work
with you to capture the cadence and flow of traffic
on your network. This allows us to configure the
systems to increase the speed and accuracy of
detection and auto mitigation while reducing false
positives.

We leverage the power of Arbor Threat Mitigation
System and the ATLAS Intelligence Feed to
proactively detect and protect against threats in
real time, 24 hours a day, seven days a week. All of
this happens on the ORION network before it
reaches your network - with no additional
equipment for you to manage.
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Cybersecurity attacks are rising as we increase
our reliance on online services due to remote
working and learning. DDoS attacks on
education and administrative resources tripled
in the first quarter of 2020 and increased in
duration by 24% (SecurityIntelligence Report)."

Left unchecked, DDoS attacks can significantly
disrupt productivity and business continuity.
Network outages cost you valuable time and
resources to identify and address, while
impacting the services your network users rely
on for their research, studies, and day-to-day
operations.

[1] https://securityintelligence.com/articles/avoid-ddos-attacks/

ORION Enhanced DDoS Threat Protection brings you
state-of-the-art DDoS protection without additional
infrastructure and resource costs.

Continuous inline detection with automatic mitigation,
tailored to your traffic, reduces time spent investigating
potential DDoS incidents and increases uptime for your
network users.

Comprehensive reports provide detailed data to inform
business planning and risk management.

Tailored prevention helps you maintain business
continuity, protect your resources, and prevent the high
costs of responding to and recovering from a DDoS
attack.
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ORION DDoS Threat Protection ORION Enhanced DDoS Threat Protection
Our network security experts monitor, detect and Inline detection with automatic mitigation 24 hours a day,
mitigate significant attacks in the network Monday to seven days a week, tailored to your unique network traffic
Friday, 9 a.m. to 5 p.m. Includes comprehensive incident patterns. Includes comprehensive visibility and insights
reports of attacks we detect, and an annual summary of after each attack together with in-depth reporting
all DDosS alerts. throughout the year.
DDoS Threat Enhanced DDoS
Features : .
Protection Threat Protection

Incident detection, notification and manual J \/

mitigation on working days, 9 a.m. to 5 p.m

ATLAS Intelligence feed for proactive detection
and protection o J

Detailed incident reports On demand \/

Security summary reports Annually Quarterly

Contact Info
If you have questions about this, other ORION cybersecurity

services, or how to join the ORION Network, please contact:

communitydev@orion.on.ca




